




Risk Register Sample

	Risk #
	Risk Rating
	Source
	Risk
	Root Cause
	Impacts
	Consequence
	Mitigation Option & 

Strategy

	1
	Alt 1:

B1 (L)

Alt 2:

B1 (L)

Alt 3:

B1 (L)
	Safety


	Failure to execute the required Investment Analysis System Safety      Assessment


	The program is required to complete a Comparative Safety Assessment (CSA) of the alternatives for IID but it is not yet completed, reviewed and approved.
	Technical

Benefits


	Risks identified in the CSA may result in assignment of additional existing and possibly new safety requirements that must be applied to reduce technical safety risk to the NAS to an acceptable level.  Not doing so may affect technical performance and alter expected benefits in safety or cost.
	Control
	1) Ensure WARP program office completes the CSA and that the NAS MOD SSWG reviews it.

2) Upon receipt of NAS MOD SSWG concurrence, submit the Design Analysis Report (DAR), which forwards the CSA, and obtain approval of the DAR by the CSES/SEC.

	2
	Alt 1:

B3 (L)

Alt 2:

B3 (L)

Alt 3:

B3 (L)
	Safety


	Failure to validate Safety Requirements
	Additional safety requirements that may be developed in the CSA have not been developed, and therefore, have not been accepted by the WARP program and have not gone into the Requirements Documents (RDs).


	Technical

Cost


	The program office may not be able to mitigate technical risk to an acceptable level or monitor those risks to ensure assigned controls or requirements are validated and verified per the System Engineering Manual (SEM).
	Control
	1) Complete the DAR/CSA and confirm that all accepted safety requirements are placed in the appropriate RDs

	3
	Alt 1:

B1 (L)

Alt 2:

B1 (L)

Alt 3:

C1 (L)
	Safety


	Failure to identify the level of overall system safety risk
	The program office does not know the highest level of risk found in the CSA for each alternative.
	Technical

Schedule
	The program might be delayed if it goes to IID without knowing the highest level of risk for the alternatives.  Failure to know the risks implies that inter-relationships have not been assessed.
	Control
	1) Complete NAS MOD SSWG review and SEC approval of the DAR/CSA, which will contain identified hazards and their level of risk.

	4
	Deleted
	
	
	
	
	
	
	

	5
	Alt 1: 

A2 (L)

Alt 2: 

C3 (M)

Alt 3:

B3 (L)
	Cost Estimation


	Flawed Cost Estimating Assumptions / Ground Rules
	All:  Actual cost data or other cost estimating techniques cannot always be verified.

Alt 2 and 3: Cost inputs (GR&A’s) to cost model used to baseline program may not agree with vendors expectations or interpretations.

Alt 2 and 3: The FAA may not be able to specify the requirements so that a vendor can transform them to an acceptable product to meet FAA needs.
	Cost
	Inadequate funding/resources to complete the program.
	Control

Research and Knowledge
	1) Carefully define program risk at the WBS level to ensure that risk is sufficiently addressed in the cost estimate.

2) Release RFI’s or market surveys for detailed cost estimates

3) Develop a phased acquisition approach

	6
	Alt 1: 

A3 (L)

Alt 2: 

A3 (L)

Alt 3:

A3 (L)
	Security


	Intrusion or unauthorized access to system resources can lead to insertion of Malicious code, etc.
	The risk is associated with the programming code and interfaces.  Potential sources of risk are vendor personnel, FAA personnel, or other parties with equivalent equipment or knowledge of the system and its operations.


	Technical
	Integrity of weather data and availability of service can be compromised.
	Control
	1) Ensure technicians and end users receive general security awareness training and system-specific technical security training as required.

2) Strong password Protection.

3) Controlled access to WARP Replacement equipment.

	7
	Alt 1: 

C4 (M)

Alt 2: 

C4 (M)

Alt 3:

C4 (M)
	Security


	Intrusion or unauthorized access to system resources that lead to compromise of data integrity.
	The risk is associated with the programming code and interfaces.  Potential sources of risk are vendor personnel, FAA personnel, or other parties with equivalent equipment or knowledge of the system and its operations.

Alt 1, 2, and 3 - Sensitive and proprietary data not wiped from the servers and /or workstations before disposal can provide attackers with information about the system.

Alt 1, 2, 3 - Manuals and procedures not properly destroyed before being disposed of can provide attackers with detailed instructions on how to access the system.

Alt 1, 2, 3 – By not changing default account names and closing or turning off unused ports and services the system is vulnerable to attack by malicious outsiders.
	Technical
	Integrity of weather data and availability of service can be compromised.

Not thoroughly erasing the hard drives leaves the system vulnerable to a cyber attack and gives anyone access to the data stored on the drives.
	Control
	1) Ensure technicians and end users receive initial and refresher security training.

2) Strong password protection.

3) Controlled access to WARP Replacement equipment.

4) Systems Administrators must ensure that all electronic media is degaussed or destroyed in such a manner that data recovery is not possible.  Paper documentation should be destroyed by burning or shredding.

5) Ensure that administrators rename, reconfigure, and/or delete default accounts to prevent unauthorized access to the system.

6) WARP system administrators should turn off unused ports and unnecessary services that are running on the WARP servers, before the system is operational.

	8
	Alt 1:

C4 (M)

Alt 2:

A4 (L)

Alt 3:

A4 (L)
	Human Factors


	Inadequate human factors design
	Lack of Human Factors on vendor and contract support staff, and inadequate Human Factors communication among internal FAA organizations.

Failure of WARP documentation teams to accept, include, and publish human factors input.

Historically, the WARP team fails to differentiate between human factors principles and user preferences

Historically:  Human Factors isn’t often applied adequately and appropriately through the life-cycle of the program


	Technical

Cost

Schedule
	Lack of user acceptance of CHI

Cost impacts due to additional design effort

Schedule delays due to redesign 
	Control
	1) Include a CDRL in the WARP Replacement contract for a “Human Engineering Program Plan” describing Human Factors expertise and accountability by the vendor.

2) Include WARP Replacement team Human Factor specialist in document review cycle.

3) Ensure the CDRL in 1 above requires documentation of Human Factors task analysis for all changes to procedures and operations with a human interface.

	9
	Alt 1:

C4 (M)

Alt 2:

A4 (L)

Alt 3:

A4 (L)
	Management


	Inadequate contractor organization to address human factors in ECP process
	Failure of the WARP Replacement vendor to apply human factors methods, processes, and testing in WARP Replacement ECPs

WARP Replacement contract support lacks human factors representation in appropriate subcommittees
	Technical
	Incomplete training course updates

Testing fails to detect human factors deficiencies in modifications
	Control
	Require the authors of all ECPs to provide Human Factor planning in the ECP document by including the requirement in the DID for ECPs

	10
	Alt 1:

C3 (M)

Alt 2:

A1 (L)

Alt 3:

A1 (L)
	Supportability


	Inability to support system due to proprietary code in WARP Replacement
	The current WARP system contains proprietary code.

On average, 35% of the system code is proprietary.  The proprietary code is threaded through all the software modules
	Cost
	The FAA is limited in its maintenance options because of the proprietary code
	Control

(Alt 2 and 3)

Assume

(Alt 1)
	1) In Alternative 2 and 3 the selected vendor will be required to give government control to all delivered code.

2) Alternative 1 continues to use the existing code as the basis of the system.

	11
	Alt 1: 

C2 (M)

Alt 2: 

C2 (M)

Alt 3:

C2 (M)
	Supportability


	Maintenance plan may not support Organic Maintenance (PASS issues)
	Alternative 1 includes plans to incorporate site-level organic maintenance.  Alternatives 2 and 3 expand this to include software and depot support.  For Alt 1, 2, 3, this will require negotiations with PASS to establish procedures and training requirements.

Alt 1 - As personnel retire or accept new positions, there will be fewer people with the in-depth knowledge to administer and maintain the system.
	Cost
	Negotiations could delay the schedule as the maintenance concept of operations is defined and agreed to and increase the cost to provide additional maintenance features and training to accommodate the organic maintenance concept.
	Control
	Alternatives 1, 2, and 3:  Establish a realistic plan to transfer maintenance from vendor to FAA.  Establish a working group, to include national and local representatives, to establish procedures and training plans.

	12
	Alt 1: 

N/A

Alt 2: 

N/A

Alt 3:

C3 (M)
	Management


	Complex integration task involving multiple government agencies may be difficult to manage
	In Alternative 3, the AWIPS system is integrated into the solution.  This system was designed and developed under the direction of the NWS.   (This risk does not exist in the other alternatives as they are defined.)
	Schedule
	The resolution of any issues that develop because of the inclusion of the NWS developed system will take time to resolve.
	Control
	In Alternatives 1 and 2, the FAA is the only agency involved and cross agency issues are not anticipated.

In Alternative 3, the mitigation strategy will include the establishment of a joint oversight team to provide a forum to address and resolve cross agency issues.

	13
	Alt 1: 

C3 (M)

Alt 2: 

A1 (L)

Alt 3:

A1 (L)
	Operability


	Technical obsolescence of the external interfaces due to changes
	As National Airspace System (NAS) systems and National Weather Service (NWS) systems change, the WARP Replacement system will require additional resources to make necessary modifications to keep up with external changes to interfaces or products.
	Cost
	Changes to external system will cause the WARP Replacement system to degrade and currently collected products will no longer be available, and current interface will no longer function.
	Control
	Continue to fund the WARP product team to accommodate changes in interfaces and changes in products.



	14
	Deleted
	
	
	
	
	
	
	

	15
	Alt 1: 

B2 (L)

Alt 2: 

C4 (M)

Alt 3:

B4 (M)
	Schedule


	Deployment schedule may be delayed
	As with any program, there is some risk that the alternatives will not be completed within the specified schedule due to unavailability of new components.

Alternatives 2 and 3 have higher risk because of software development
	Schedule
	The consequence is the delay of any improvements that may be deployed under that alternative.
	Control
	Mitigate Alternative 3 schedule risk by using existing components where possible (e.g. AWIPS for weather forecasting).

Alt 2 and 3 – Use a firm fixed price (FFP) contract

	16
	Alt 1: 

D4 (H)

Alt 2: 

C3 (M)

Alt 3:

C3 (M)
	Stakeholder


	The development of a new CWSU concept of operations may result in new requirements for the system
	The FAA is investigating the role of the CWSU with-in the En Route environment and developing a new concept of operations.  This new concept may result in centralizing the CWSU’s at a few locations.
	Cost
	Possible requirements creep in the Center Weather Service Unit (CWSU) role.

New technical features to meet these requirements may include new communications and display system requirements.  Additional cost will be incurred to meet these new requirements.
	Alt 2 and 3 - Control
	Alt 1 - Continue to fund the WARP product team to accommodate changes in interfaces and changes in products.

Alt 2 and 3 – Design a flexible, scalable architecture that can accommodate changes in CWSU architecture.

	17
	Alt 1: 

D3 (M)

Alt 2: 

D4 (H)

Alt 3:

D3 (M)
	Funding


	Inadequate Funding to deploy upgraded system components.
	Budget uncertainty caused by broad cuts by Congress may jeopardize funding for the essential, but not “critical” WARP Replacement.
	Schedule

Cost
	Funding shortfalls will delay deployment of needed upgrades.  Schedule delays will increase cost
	Control
	Plan for phased deployment of hardware and software to minimize effect on unmodified system components.

	18
	Alt 1: 

A3 (L)

Alt 2: 

A3 (L)

Alt 3:

A3 (L)
	Supportability


	Technical obsolescence of Hardware & Platform Software
	The Original Equipment Manufacturer (OEM) has announced that the hardware is no longer available and will no longer be supported after CY 2007.  The platform software (operating system and database) will also no longer be updated or patched for this hardware.
	Benefits
	If this risk is not mitigated the WARP Replacement system benefits will be lost as the hardware fails and the platform software goes without updates and patches.
	Assume
	

	19
	Alt 1: 

C2 (M)

Alt 2: 

B2 (L)

Alt 3:

B2 (L)
	Supportability


	Loss of system knowledge 
	Turnover of personnel will result in a loss of in-depth knowledge of the system to administer, maintain, and train new users on the system.
	Technical
	Fewer skilled maintenance personnel will impact the system readiness, increase the time to recover and administer the system. Fewer trained personnel would lead to inadvertent security breaches.
	Control
	Personnel must be encouraged to take refresher training to stay current on the system.

Document lessons learned using knowledge management techniques

	20
	Deleted
	
	
	
	
	
	
	

	21
	Alt 1: 

N/A

Alt 2: 

N/A

Alt 3:

B4 (M)
	Technical


	WARP Replacement/ AWIPS interface may allow attackers to exploit any software weaknesses or cause conflicts
	The interface between AWIPS and WARP Replacement can allow intruders or malicious insiders to access WARP Replacement system resources
	Technical
	Could allow malicious code to be inserted into the data stream and disrupt WARP Replacement services
	Control
	Auditing, properly configured firewalls between WARP and AWIPS, strict access control over who can send information between the two systems.

	22
	Alt 1:

C3 (M)

Alt 2:

B2 (L)

Alt 3:

N/A
	Supportability


	Inadequate training for CWSU meteorologist 
	The National Weather Service (NWS) uses AWIPS to train its employees, including Center Weather Service Unit (CWSU) meteorologists.  There is no formal training beyond the Operation and Program Manual (OPM) on using the current WARP Workstation to prepare briefing products for FAA use.
	Technical
	Alt 1, 2: Briefings to FAA users may be incomplete, or delayed due to inefficient preparation.

Alt 3: No impact, briefings prepared with same system used for training.
	Control
	Alt 1 – OJT training be provided for meteorologist

Alt 2 - Fund development of a meteorologist user interface training package.

Alt 3 – Not needed.

	23
	Alt 1:

C3 (M)

Alt 2:

C3 (M)

Alt 3:

C3 (M)
	Benefits Estimate


	Erroneous delay data (pre-modeling)
	Significant changes in Command Center procedures for issuing ground holds and stops significantly impacted en route flight durations, making it impossible to use these data in a pre-post-WARP quantitative analysis.  Therefore, controller estimates were used, but even after “cleaning” the estimates are uncertain.
	Benefits
	Inaccurate delay reduction benefits estimate.
	Control
	Define benefit assessment ground rules and assumptions.

Use available qualitative data

Calculate high confidence benefit estimates (20th percentile)

	24
	Alt 1:

B2 (L)

Alt 2:

B2 (L)

Alt 3:

B2 (L)
	Benefits Estimate


	Faulty safety data collection (pre-modeling)
	Uncertainty in the selection of relevant accident reports, incompleteness of some reports, and use of judgmental analysis of accident report narratives
	Benefits
	Fewer safety benefits
	Control
	Define benefit assessment ground rules and assumptions.

Analysis of accident narratives by someone experienced in such analyses.  Checking and correcting of Product Team-provided information.

Calculate high confidence benefit estimates (20th percentile)

	25
	Alt 1:

A1 (L)

Alt 2:

A1 (L)

Alt 3:

A1 (L)
	Funding / 

Schedule


	Potential WARP client systems may be deployed late, or not at all, due to FAA funding constraints
	Present FAA funding difficulties leads to uncertainty of fielding (and of dates of fielding) new projects that would use WARP-provided data

Out year schedule uncertainties associated with current funding environment
	Benefits
	Cost avoidance benefits may be less than estimated
	Assume
	


