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[bookmark: _Ref169664045][bookmark: _Ref169664067][bookmark: _Toc398034446]Introduction

This document provides guidelines for conducting risk assessment during Initial Investment Analysis and during Final Investment Analysis. The guidelines were adopted from the programmatic risk management processes identified in the FAA System Engineering Manual (SEM) and from the Risk Management Processes in the FAA Acquisition Toolset (FAST) to assist Investment Analysis Teams (IATs) develop risk-adjusted cost, benefit and schedule estimates during investment analysis. See: http://fast.faa.gov  

Initial investment analysis rigorously evaluates alternative solutions to a shortfall identified during Concept and Requirements Definition (CRD) and determines which alternative offers the best value to the agency and to its customers, within acceptable cost and risk.  Final Investment Analysis completes detailed program planning and determines final requirements for the proposed acquisition, including a risk-adjusted life cycle program baseline that establishes cost, schedule, performance, and benefit parameters for monitoring program execution.
  
[bookmark: _Toc398034447]Risk Assessment During Investment Analysis

Risk assessment identifies uncertainties in a potential capital investment, assesses the degree of the risk, and identifies risk mitigation strategies.  

[bookmark: _Toc398034448]Risk Assessment for the Initial Investment Decision

For the Initial Investment Decision (IID), risk assessment includes the following:
1.) Identifying and analyzing risks for each alternative, 
2.) Identifying mitigation strategies for each risk,
3.) Affirming that mitigation strategies are incorporated into cost, schedule or benefit estimates, and
4.) Evaluating the investment alternatives. 

[bookmark: _Toc398034449]Risk Assessment for Final Investment Decision/Rebaselining

The risk team is responsible for revisiting the risks identified during initial IA to determine: (1) Are the risks still relevant? (2) Have the risks been addressed? or, (3) Have additional risks been identified based on new information? Ideally, the risk team will consult with other IAT members from the program office, users, and the Investment Planning and Analysis (AFI-1) organization to obtain as objective information as possible regarding the possible impact and relative importance of risks. 

Risks that are no longer relevant are deleted from further consideration, with appropriate documentation as to why they have been deleted.  New risks that are identified enter the pool for active consideration.  Final investment analysis affords the IAT time to focus on the selected alternative and examine risks in more detail.


[bookmark: _Toc398034450]Risk Assessment Process

[bookmark: _Toc398034451]Preparation for Risk Assessment

Risk team composition should include representatives from the program office, program stakeholders, IP&A, and Subject Matter Experts (SMEs) with knowledge and experience in predefined risk areas.  One person, experienced in programmatic risk assessment, should be identified to lead the risk team.

Life cycle risks are broken down into thirteen facets.  The following standard risk facets have been selected to facilitate risk identification and quantification:  

RiskTechnical is the risk associated with (1) developing a new or extending an existing technology to provide greater performance than previously demonstrated, or (2) achieving a level of performance.  It also refers to how well the system operates to design or safety specifications.
RiskOperability is the risk associated with how well the system to be produced will operate within the NAS and interact with other systems.  It addresses National Airspace System (NAS) or other system interfaces, the degree to which they are known and complete, and the degree to which the operational concept has been demonstrated and evolved to the point of a design baseline.
RiskProducibility is the risk associated with the capabilities to manufacture and produce the desired system. 
RiskSupportability is the risk associated with fielding and maintaining the resulting systems. 
RiskBenefit Estimate considers the difficulty in estimating the benefits and in realizing benefits.  This risk facet addresses the accuracy and uncertainty of the benefit estimate, including such issues as inadequate methods to estimate the benefits, lack of data to estimate the benefits, uncertainty of assumptions, and whether the alternative is defined enough to estimate the benefits.
RiskCost Estimate considers the difficulty in estimating the cost and in adhering to the cost.  This risk facet addresses the accuracy of the cost estimate, including such issues as inadequate methods to estimate the cost, lack of data to estimate the cost, uncertainty of assumptions, and whether the alternative is defined enough to estimate the cost.
RiskSchedule considers the likelihood that the alternative will be completed within the specified schedule.
RiskManagement refers to complexity of the alternative to manage (e.g., number of sub-tasks and/or number of performing organizations) and considers the risks of obtaining and using applicable resources and activities that may be outside of the alternative's control but can affect the alternative's outcome.
RiskFunding addresses the availability of funds when they are needed and a confidence in management and Congress that those funds will continue to be provided.
RiskStakeholder is the risk associated with various stakeholders supporting the development and operation of the alternative, such as internal FAA organizational users, Congress, airline and general aviation users, and potential equipment and aircraft manufacturers.
RiskSecurity addresses a system's vulnerability to external threats and the risks likely to occur in employing countermeasures.  This includes an Information Security Assessment and an assessment of physical and facility security issues.
RiskHuman Factors focuses on the effectiveness and suitability of the human-in-the-loop aspects of the system with respect to both operations and maintenance.
RiskSafety considers the risk associated with the performance (or lack thereof) of appropriate safety risk management activities and in implementing the identified safety requirements. This risk facet shall not be confused with the operational risk of system hazards. The operational risks of system hazards are documented in other analyses.

The following documents provide an excellent starting point for the risk team; Shortfall Analysis, Concept of Use, Technical Descriptions of the Alternative(s), Preliminary/Final Requirements, detailed integrated schedule(s) for alternatives, FAA Risk Worksheet (Appendix A), a Risk Register (Appendix C) with existing identified risks, and a copy of these guidelines.

Risk assessment consists of three phases: Identification, Analysis and Mitigation.  

[bookmark: _Ref143327864][bookmark: _Toc398034452]Identifying Risks and Root Causes (Identification Phase)

Risk identification is an organized, methodical, and thorough process.  It is not a process of developing highly improbable scenarios of unlikely events to cover every conceivable future possibility.  Risk identification involves analysis of all external and internal events that could negatively impact successful implementation of an acquisition and its program baseline.  Table 1: Risk Checklist by Risk Facet, is presented as a brainstorming tool to help identify risks.  Table 1 is comprehensive and covers the thirteen risk facet areas that address all program stages. 

Items in Table 1 should be evaluated to determine whether they apply to any of the alternatives.  Each identified risk should be added to the Risk Register for that alternative.  Potential risks not listed in Table 1 also should be added to the Risk Register for the particular alternative.





[bookmark: _Ref143329187][bookmark: _Ref143329143]Table 1: Risk Checklist by Risk Facet
	Technical Risks
	Operability Risks
	Producibility Risks

	Technology 
Undue reliance on currently unavailable or unproven technology
Possible better new technology may be available by time alternative is implemented
System Engineering 
Technically incompatible with NAS Architecture 
Inadequate functional analysis
Deficient functional allocation
Incomplete integration
Undefined internal interfaces
Vague operational environment
Insufficient requirements analysis
Unstable requirements
Non-compliant or invalidated requirements
Weak or non-existent failure modes analysis
Requirements difficult to trace
Unidentified safety/security considerations
System Design 
Inadequate capacity
Highly complex
Lack of design details
Insufficient design margins
Immature design
Unsatisfactory growth potential
Undefined physical properties
Incomplete hardware design
Incomplete software design
Inadequate software tools
Difficulty of developing real-time, safety critical software
Immature software language
Ineffective fault detection
Inordinate use of unique resources
Complex/incomplete man/machine design
Undefined technical approach
System Test 
Inaccurate/simplistic modeling
Insufficient simulation
No or minimal prototype testing
Incomplete/inadequate test planning
Unsatisfactory OT&E results
Technical Documentation 
Inadequate design documentation
Insufficient test documentation
Ambiguous/incomplete requirements documentation
Undocumented technical details
	System Operation 
Undefined external interfaces
Marginal availability
Insufficient reliability
Inadequate performance
Unsatisfactory OT&E results
Systems Inter-Operability 
Operationally incompatible with NAS Architecture
Incompatibilities with Concept of Operations
Incompatibilities with future NAS systems
Places undue loads on other systems
Incompatible or inconsistent operation with existing systems or regulations
Unspecified operational interfaces 
Marginal inter-operability
	Design Production 
Highly complex design
Undeveloped production requirements
Inadequate built-in test equipment
Non-standard remote maintenance monitoring
Novel/unproved technologies
Manufacturing 
Deficient manufacturing plan
Novel/unproven manufacturing technologies
Speculative manufacturing strategy
Custom design and manufacture required
Significant special tooling
Undefined tooling requirements
Unclear production requirements
Premature initiation of manufacturing
Unavailable or limited manufacturing facilities
Inadequate quality assurance program
Excessive standards
Unavailable equipment
Inexperienced contractor
Inadequate configuration management process
Insufficient skilled labor
Shallow industrial base
Parts and Materials 
Undefined long lead items
Unavailable government furnished equipment
Ineffective incoming materials handling
Unidentified hazardous materials
Unavailable parts

Testing and Documentation 
Inadequate consideration of special test equipment
Insufficient qualification testing
Deficient technical data package
Ineffective factory acceptance test program
Untested design changes



	Supportability Risks
	Cost Estimate Risks
	Benefit Estimate Risks
	Schedule Risks

	O&M 
Inadequate O&M concept
Undeveloped O&M strategy
Specialized O&M equipment
Insufficient maintainability
Unsatisfactory maintenance interfaces
Inadequate maintenance procedures
Undeveloped maintenance plan
Configuration management not enforced
Deficient change process
Logistics 
Insufficient spares planning
Spares unavailability
Inaccessible site location
Inadequate training
Unclear Logistics Center responsibilities
Testing and Support 
Insufficient support equipment
COTS/NDI - Industry refresh rate not likely to be consistent with FAA needs
Undeveloped support requirements
Inadequate automated test equipment (ATE)
Unidentified field support requirements
Poor diagnostics

Insufficient testing and support facilities
Unskilled/insufficient manpower
Support Documentation 
Deficient technical data
Faulty maintenance plan
Undefined data rights
Inappropriate release cycle
System Implementation 
Deficient implementation approach
Uncertain transition strategy
Unclear rules and procedures
Insufficient personnel/staffing
Unspecified/inappropriate standards
	Cost Estimation 
Inadequate cost estimating tools
Estimation errors
Inaccurate discount rate
Faulty BOEs**
Insufficient cost margin
Unrealistic overhead and G&A rates
Relies on scarce resources
Speculative life cycle costs
Sensitivity analysis to cost drivers not undertaken
Cost Management 
Unsatisfactory cost controls
Insufficient cost monitoring
Product Cost 
Undefined government furnished equipment
Reliance on unavailable NDI/COTS
Unavailable government facilities
Unavailable contractor facilities
Inadequate budget for tests
Undefined hardware costs
Hidden software costs
Unidentified parts and materials
	Benefit Identification 
Same benefits claimed by other programs
Unidentified major benefits
Unrealistic identified benefits
Difficult to identify benefits
Benefit Estimation 
Benefits not quantifiable
Difficult to estimate benefits
Tenuous relationship to projected benefits
External forces may affect achieving benefits
Erroneous benefits estimations
Inaccurate inflation/discount rates
Speculative cost avoidance
Faulty BOEs.  Inadequate estimating tools
	Schedule Estimation 
Inadequate schedule estimating tools
Erroneous estimations
Faulty BOEs
Insufficient schedule margin
Optimistic schedule duration 
Inappropriate program schedule
Schedule Dependency 
Unpredictable labor strikes
Improper test scheduling
Excessive task concurrency
Unidentified need for procedures development
Unidentified need for regulations development
Inordinate number of critical path items
Unidentified need for standards development
Uncertainties in contractor process
Uncertainties in contractor stability
Schedule too ambitious for degree of technical complexity
Unavailable materials
Unavailable parts
Unavailable government furnished information
Unavailable facilities
Unavailable personnel
Unavailable tools
Unavailable contractor
Schedule Management 
Unsatisfactory schedule controls
Insufficient program schedule monitoring
Improper contractor/subcontractor schedule monitoring




	Management Risks
	Funding Risks
	Stakeholder Risks

	Planning 
Inadequate program plans
Incomplete contingency plans
Deficient risk management plans
Inadequate management approach 
Unplanned slips in other programs
Adverse environmental impacts
Unsubstantiated funding profile
Unsubstantiated manpower requirements
Unidentified personnel skills
Minimal resource alternatives
Excessive dependencies on other system 
Unexpected acquisition regulation changes
Organizing 
Excessive span of control
Inadequate authority
Undefined responsibilities
Unclear communications 
Undefined integration responsibilities 
Ambiguous organizational interfaces
Inadequate contractor organization
Implementing 
Insufficient management tools
Inadequate program office staffing
Inadequate resource allocation
Deficient personnel management
Lack of coordination
Tenuous top management support 
Cumbersome FAA contracting process
Instability of contractor
Uncertainties in procurement
Unavailable personnel
Deficient change implementation
Control 
Undefined or ineffective change management
Unsatisfactory configuration management
Insufficient contract evaluation 
Inadequate planning for contractor monitoring 
Insufficient financial management
Irregular/unscheduled program reviews
Insufficient history/records
Undefined key metrics
Uncontrolled requirements changes
Requirements freeze not enforced
Inadequate tracking systems
	Funding Constraint 
Unfavorable agency priorities
Inadequate funding
Unavailable funding 
Lengthy budget cycle
Inadequate OMB marks
Constraining unique budget scoring rules for lease-purchases and leases per OMB A-11
Funding Support 
Inadequate user support
Ambiguous operator support
Unclear political support
Marginal cost/benefits
Inconsistent FAA plans
Lack of alignment of necessary funding profile with agency affordability profile
Fiscal Management 
Insufficient funding requirements
Insufficient fiscal controls
Insufficient fiscal tools
Insufficient funding plans







	Congressional Based 
Impact of congressional mandates
Unfavorable congressional hearings on program
Critical GAO report
Administration Based 
Conflicting FAA priorities
Conflicting DOT priorities
Aviation Community 
Many different stakeholders
Diverse user community
Conflicting user demands
Conflicting user opinions
Conflicting user priorities
Inordinate pressure from user groups
Marginal user support
Strained relationships with users
Resistance to avionics equipage requirements
Inordinate media attention





	Security Risks
	Human Factors Risks
	Safety Risks

	Vulnerability
Incomplete vulnerability assessment
Security policy and procedures not in place
Easy access to communication
No provision for firewalls between shared networks or Virtual Private Networks
Threat
Incomplete threat assessment on intent and capability to exploit vulnerability
No prioritization of threat severity
No provision for penetration testing 
Threat difficulty not considered 
Countermeasures
Few countermeasures defined
Effectiveness of countermeasures on infrastructure not testing
Inadequate configuration audit
Lack of monitoring and enforcement
Insufficient funding tools/controls
Ambiguous funding support
	Human-in-the-loop Effectiveness
Inadequate definition of human-in-the-loop operational objectives 
Inadequate specification of human-in-the-loop benefits
Inadequate analysis of human-in-the-loop system capability to deliver expected benefits or enhancement
Human error mechanisms or metrics not fully identified
Time required to perform tasks is unknown
Automation does not provide the necessary functionality or information to support effective decision-making/problem-solving
Human-in-the-loop Suitability
Lack of consistency, compatibility, or congruity with operational environment or legacy systems
Human-system design/interface induces new/additional human error potential
Inadequate incorporation of functional requirements to support user-system performance goals


User Acceptability
New tasks impose excessive attention, memory, or workload demands
Requires new teaming and communication links 
Operations interface is unacceptable to user
Maintenance interface is unacceptable to user
	Hazards
Hazards and service-level effects not fully identified
Inter-relationship of hazard effects not established
Hazards not classified per common scheme
Hazard class not based on operational environment definition
System Safety Interdependence
Hazard interdependence poorly understood
Interoperability of components on system safety not investigated
Systemic approach to safety is lacking one or more components (planning, requirements, procedures, operation, aircraft certification, or user approval)
Mitigation Strategies
Mitigation strategies not shared
Operational and safety objective not established 
Lack of critical/valid safety information
Mitigation strategies not tied to hazards or safety requirements
Plan for development and operational assurance not in place





Risks may affect cost, benefits, schedule, and/or technical performance.  These are the baseline parameters. Each risk should be assigned to a baseline parameter.  Should a risk span multiple parameters, the risk is assigned to the appropriate parameter. Identifying which parameter is impacted may be a judgment call.  A collaborative discussion with risk team members, program personnel or SMEs in a form of Delphi Technique may be a good approach.  Associating each risk with one or more parameters identifies where mitigation can best be applied to reduce risk or where a range can be applied to the parameter to accommodate the uncertainty.

It is important to consider whether there are any risks associated with interdependency with other programs.  For example, a high-capacity surveillance tool may be proposed, but its implementation might depend on the existence of an infrastructure to support that tool.  The risk of successfully developing an infrastructure would impact the successful deployment of the surveillance tool.  Interdependency risks, may be identified by examining NAS Architecture artifacts, and translated to one or more baseline parameters.

The impact of a risk on a baseline parameter should be determined and captured in the Risk Register, shown in Appendix C.  Identifying and understanding the consequences of the risk provides a basis for developing the mitigation option and strategy discussed in Section 3.4 Mitigation Option and Strategy (Develop Mitigation Strategies Phase).

During risk identification, the Source, Risk Name, Root Cause, Impacts and Consequence sections of the Risk Register should be completed for each risk.

[bookmark: _Toc398034453]Risk Analysis

The risk team, with the help of SMEs, assigns a risk rating (high, medium or low) to each risk by analyzing the likelihood of occurrence and consequence of occurrence, according to the criteria presented below.

[bookmark: _Toc398034454]Likelihood of Occurrence Evaluation Criteria

The likelihood of occurrence is defined as the perceived chance that a risk will actually happen.  Five levels of perceived likelihood are proposed for use in risk assessment.  These are identified in Table 2 below.




[bookmark: _Ref143330812][bookmark: _Ref137947992]Table 2: Likelihood of Occurrence
	Level
	Likelihood
	Description
	Probability

	A 
	Low:
Not Likely 
	Existing approach and processes will effectively avoid or mitigate the risk, based on standard practices. 
	0% < Prob. <= 20% 

	B 
	Minor:
Low Likelihood 
	Existing approach and processes may mitigate the risk, with minimal oversight based on similar cases. 
	20% < Prob. <= 40% 

	C 
	Moderate:
Likely 
	Existing approach and processes may mitigate the risk, but alternative approach(es) may be required. 
	40%< Prob. <= 60% 

	D 
	Significant:
Highly Likely 
	Existing approach and processes cannot mitigate the risk, but different approach(es) might. 
	60% < Prob. <= 80% 

	E 
	High:
Near Certainty 
	Existing approach and processes cannot mitigate the risk; no known processes or alternatives are available. 
	80 % < Prob. < 100% 



[bookmark: _Toc398034455]3.3.2	Impact of Occurrence Evaluation Criteria

[bookmark: _GoBack]The impact of occurrence is the effect on a parameter if a risk were to occur.  Five levels of  impact are listed below.  Impacts are rated according to effect on technical performance, schedule, and/or cost using the guidelines shown in Table 3.





[bookmark: _Ref143330885]Table 3: Levels of Technical, Schedule, & Cost Impact
	Level 
	Impact 
	Technical 
	Schedule  
	Cost  

	1
	Low:
Program success not impacted. 
	Technical goals will still be met. 
	Schedule will still be met. 
	0% < Cost increases <= .1% 

	2 
	Minor:
Negligible impact to program success. 
	Minor performance shortfall (within acceptable limits); no design or process change needed. 
	Schedule slip but able to meet key dates with additional activities or effort; critical path not affected. 
	.1% < Cost increases <= 1% 

	3 
	Moderate:
Limited impact to program success. 
	Moderate performance shortfall; alternatives available, with minor design or process change needed. 
	Some key dates missed; alternatives available; critical path not affected. 
	1% < Cost increases <= 5% 

	4 
	Significant:
Program success could be jeopardized. 
	Unacceptable performance; alternatives available, with significant design or process change needed. 
	Critical path affected; alternatives available; major milestones not affected. 
	5% < Cost increases <= 10% 

	5 
	High:
Program success in doubt. 
	Unacceptable performance; alternatives not available. 
	Cannot achieve major milestones; rebaseline required. 
	Cost increases > 10% 



All risks are plotted to determine their risk rating by using the likelihood and consequence levels as inputs.  Risks are plotted in a 5x5 matrix, illustrated in Figure 1.  Risks with the same likelihood and impact are plotted in the same cell.  The matrix indicates how many risks fall into the high, medium and low rating areas. The totals for High (red), Medium (yellow) and Low (green) risks are recorded in the boxes to the right of the matrix.  The likelihood and impact of each risk along with the risk rating of high, medium or low is recorded in the Risk Register as noted in Appendix C.


[image: ]
[bookmark: _Ref143331173][bookmark: _Ref143331072]Figure 1:  5x5 Matrix

[bookmark: _Ref143327874][bookmark: _Ref143327973][bookmark: _Ref143415707][bookmark: _Toc398034456]Mitigation Option and Strategy (Develop Mitigation Strategies Phase)

Risk mitigation is a collaborative effort between the risk team, IAT/product team members, and the risk stakeholder.  Each risk should be evaluated and a strategy developed for reducing the likelihood of occurrence and/or impact should the risk occur.  A mitigation strategy should be sufficiently robust to allow analysts to identify adjustments to either cost or schedule that may be required to implement the mitigation strategy.  Table4: Risk Mitigation Options defines five risk mitigation options.  The strategy and mitigation for each risk is entered in the Risk Register.

[bookmark: _Ref143481313][bookmark: _Ref169075987]
Table 4: Risk Mitigation Options

	Plan Strategy
	Definition

	Avoid
	Avert the potential of occurrence and/or impact by eliminating the risk/issue or protecting the program from its impact.


	Transfer
	Shift the risk to another program, giving the receiving program responsibility for its management.

	Control
	Develop options and alternatives for taking action to address the likelihood and/or impact of the risk.  Note:  This is the most common plan strategy.  

	Accept
	Accept the impacts associated with a risk’s occurrence.  Program team decides to acknowledge the risk and not to take any action unless it occurs.  This strategy is adopted where it is not possible or cost effective to address a specific risk in any other way.

	Research and Knowledge
	Address the risk through expanding research and experience.  It may be possible to effectively manage risks simply by enlarging the knowledge pool, leading to reassessment that reduces the likelihood or provides insight into how to achieve the suitable impact.



[bookmark: _Toc398034457]Application of Risk to the Acquisition

[bookmark: _Toc398034458]Qualitative Risks

Risks for which a quantifiable or measurable parameter cannot be readily determined, are treated as qualitative risks, and may be listed with descriptions that carry no financial mitigating values.  These risks will be assigned risk ratings as shown in Section 3.3, and will be included in the documents discussed in Section 4.0, Risk Assessment Products and Documentation.

[bookmark: _Toc398034459]Quantitative Risks

Risks for which a quantifiable or measurable parameter can be readily determined, are treated as quantitative risks, and may be defined with descriptions that carry financial mitigating values.  In addition, these risks can be used to develop optimistic and pessimistic scenarios that can be used in a probabilistic model to achieve a high-confidence estimate.

[bookmark: _Ref170116545][bookmark: _Toc398034460]   Mitigation Adjustments

Cost, schedule, benefit, and performance leads work with SMEs, the risk lead, and program office personnel to identify actions that are necessary to reduce, mitigate or eliminate the risks.  The cost lead estimates mitigation costs and includes the costs when establishing a point estimate for the cost baseline.  The benefit lead, the schedule lead and the performance lead do the same for their part.  Risks that are beyond the control of the FAA may simply have to be acknowledged and accepted, without mitigation (see Figure 2 below).


Figure 2: Adjusting Baseline Estimates

[bookmark: _Ref170116452][bookmark: _Toc398034461]   Probabilistic Adjustments

Figure 3: Risk Adjustments, illustrates the general approach to calculating risk-adjusted estimates for the cost, schedule, and benefit baselines.  Typically, initial calculations are performed for each of the baselines on the basis of a model that includes mathematical relationships between variables.  These initial calculations result in a point estimate for cost, benefits, and/or schedule. 
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[bookmark: _Ref169924251]Figure 3: Risk Adjustments

Changes in variable values establish a range of estimates around the most likely or the point value of the initial calculations.  Using tools such as @Risk, or Crystal Ball®[footnoteRef:1], the cost, benefit or schedule analyst can create triangular distributions around each independent variable and calculate the dependent variable (overall cost, benefit, schedule or performance).   [1:    See Appendix D:  Risk Tools] 


The risk tool uses Monte Carlo simulation to calculate the dependent variable by randomly selecting a value from the probability distribution of each of the independent variables.  The overall result is an estimate with its own distribution.  From this forecast distribution, the analyst chooses a value which represents a high-confidence estimate.  The confidence value varies by baseline parameter:
  
Cost Value – The value that has an 80 percent certainty of being met or under run.
Benefit Value – The value that has an 80 percent certainty of being exceeded.
Schedule Value – The value that has an 80 percent certainty of being met or under run. 
Performance Value – The value that has an 80 percent certainty of being exceeded.

[bookmark: _Toc398034462]Calculation of Cost Risk

The initial cost model provides a point estimate that represents the most likely cost of the investment.  Costs to mitigate risks described in Section 3.5.2.1 are combined with the initial cost model as risk mitigation costs to produce a risk mitigated point estimate.  The risk is re-evaluated after mitigation to determine the impact on each cost element.  Each risk is considered in the development of a triangular distribution around the cost elements it impacts.  These triangular distributions are inputs to a Monte Carlo simulation that results in a confidence distribution used to select the high-confidence cost estimate.  

[bookmark: _Toc398034463]Calculation of Benefit Risk

In all probability the greatest risk exposure is on the expected benefit side of payoff computations. The value of benefits may decrease significantly when:

· The implementation schedule is drawn out,
· The operational environment changes,
· Demand does not increase as expected,
· During implementation, the team concentrates on the technical aspects of a project and completely disregards the human element.

  Adapted from Paul A. Strassmann, The Business Value of Computers, 1990

The benefits estimate for an investment is developed from a macro viewpoint and/or a micro viewpoint.  The considerations for these viewpoints are as follows:



Macro:
-    Percent sharing of operational benefit scope in same domain as an existing or future technology, and 
-    Percent confidence in reasonableness of link between technology and benefit estimate in benefit model.
Micro:
· Percent realistic range of variation, low and high bound, for each variable in model, and
· Percent confidence in the data supporting the variation.

The benefits estimating process begins by calculating point estimates for the most likely value, the low value, and the high value for the entire life cycle.  A risk that impacts the realization of benefits influences the calculation of the low and high estimates.  Using the three point estimates, Crystal Ball or another Monte-Carlo simulation tool, is used to determine a benefit estimate that is likely to be exceeded 80 percent of the time.  The benefit estimator parametrically estimates the year by year, risk adjusted benefit, using the ratio of life cycle risk estimate to the life cycle most likely estimate, and the yearly most likely estimate.

[bookmark: _Toc398034464]Calculation of Schedule Risk
The critical path method (CPM) is a key tool for managing project schedules. A schedule "network" represents the project strategy or plan.  CPM computes the shortest project completion duration and earliest completion date.  The longest path through the network is called the "critical path." According to CPM, any delay on the critical path will delay the project. 
The accuracy of CPM completion date forecast depends on every task taking just as long as its duration estimate indicates.  CPM is accurate only if everything goes according to plan. 
· Estimates of activity durations are at best careful estimates of future work and at worst unrealistically short guesses, calculated by how much time you have rather than how long the work takes. 
· Even if activity durations are most likely estimates, the CPM completion date is not the most likely project completion date. 
· The path identified as the "critical path" may not be the one that will be most likely to delay the project. 
There are three steps to a successful risk analysis. They are: (1) create the CPM schedule for the project, (2) estimate the uncertainty in the activity durations with low and high ranges, and (3) perform a risk analysis of the schedule, using a Monte Carlo simulation method.

[bookmark: _Toc398034465]   Create a CPM Schedule

The highest risk path (sometimes called the risk-critical path) is the path through the network that has the greatest likelihood of delaying the project. In CPM this is confidently identified as the critical path.  When activity durations are uncertain, the very concept of critical path is murky.  Risk analysis identifies the paths that determine the project duration in each iteration, and computes the relative likelihood of any activity being on that path for the overall simulation.  Often, a non-critical path with high risk is the path that has the greatest likelihood of overrun.

[bookmark: _Toc398034466]   Estimate Uncertainty in Activity Durations
Estimate duration ranges for each activity based on the low (optimistic) and high (pessimistic) scenarios for the work in the activity.  High ranges can be determined by examining the various things that could go wrong such as technical problems, site conditions, supplier delays, and permitting issues -- factors which are often called "risk drivers." Risks rated as high or medium should have a corresponding entry in the program schedule.  
These duration ranges are determined by: 1) identifying which activities are likely to be affected by each risk in the Risk Register; and 2) searching interviews of the project manager and the staff who will manage the project and are familiar with the possible risks.

[bookmark: _Toc398034467]   Perform Risk Analysis of the Schedule Using a Monte Carlo Simulation

The final aspect of schedule assessment is determining a probability distribution in order to yield an 80% confidence level in the schedule estimate.  This may be accomplished using any one of many tools available to the project team, from simple PERT analysis to probability distribution simulations using various automated tools[footnoteRef:2].  The key is achieving a high degree of confidence that the schedule is sufficiently robust to meet the goals and objectives of the project in the time and budget allotted.   [2:    See Appendix D:  Risk Tools.] 


Adapted from David T. Hulett, PhD,  Schedule Risk Analysis Simplified, 2003

[bookmark: _Toc398034468]Calculation of Performance Risk

The range of solutions to potential performance shortfalls does not lend itself to a probabilistic analysis leading to a high confidence estimate.  When a risk impacts the technical solution in the investment, subject matter experts on the program team will need to define the thresholds for acceptable performance that still meet the goals of the investment.

[bookmark: _Toc140462353][bookmark: _Ref143071175][bookmark: _Ref143071243][bookmark: _Toc398034469]Risk Assessment products and documentation

There are generally four essential outputs from IA Risk Assessment:  1) input to develop final risk-adjusted cost, schedule and benefit estimates, 2) input into the Business Case, 3) input to the Acquisition Program Baseline, and 4) input to the program’s Risk Management Plan.

[bookmark: _Toc398034470]Cost, Schedule and Benefits

Risk assessment results, specifically mitigation strategies and risk ranges, is coordinated with the cost, schedule and benefit teams to develop adjustments to the point estimates to develop risk-adjusted estimates for each alternative.  The cost estimate must incorporate the cost of performing the mitigation strategies and add risk ranges to the Work Breakdown Structure (WBS) elements that might be impacted if the risk were to occur.  Similarly, risk ranges would be developed for tasks in the schedule that would be impacted by the occurrence of a risk to determine a risk-adjusted schedule.  Benefits would incorporate risk ranges in the benefits estimate to determine a risk-adjusted estimate for realization of benefits.  The risk adjustments are captured in the respective Basis of Estimates.

[bookmark: _Toc398034471]Business Case 

The Business Case has a separate section for the risk assessment results and findings that will contain the following:

Risk Matrix (similar to Figure 1:  5x5 ) records the number of individual risks contained in each 5 x 5 cell corresponding to five rows/levels of probability and five columns/levels of severity.  The high-risk cells in the table are colored red, the medium risks cells are colored yellow, and the low risks cells are colored green.  This gives an indication of how many high, medium and low risks are listed for each alternative.

Description of the process used to complete the risk assessment.  Topics can include the use of sub teams, experts, or panels, and the overall processes used to identify the risks, analyze the risks (probability and severity), and develop mitigation strategies.  Describe the major risks and mitigation in as much detail as possible (for all three alternatives in the case of an initial investment decision).  The Risk Register should be attached to the business case.

[bookmark: _Toc398034472]Acquisition Program Baseline

Documenting the risk assessment in the Acquisition Program Baseline should be in accordance with current direction as provided by AIO’s Value Management Office.

[bookmark: _Toc398034473]Risk Management Plan

The Risk Management Plan (RMP) describes the approach, methods, procedures, and criteria for risk management and its integration into a program’s decision process. 

The Air Traffic Organization (ATO)’s Program Management Organization (PMO), AJM-0, provides lifecycle program management capability across all of the ATO through initial program planning, and effective and efficient implementation of the Next Generation Air Transportation System (NextGen) and sustainment systems in the National Airspace System (NAS).   

In addition to risks, the PMO manages issues (risks with 100% likelihood of occurrence) and opportunities (a future event or situation with a realistic probability of occurring that may have a positive impact to the successful accomplishment of one or more program objectives.) As such, the PMO RIO Management Plan (RMP) was developed to document a comprehensive framework for identifying, analyzing, and managing programmatic Risks, Issues, and Opportunities (RIOs) for both NAS and non-NAS programs controlled by the PMO.  

RIO Management focuses on identifying, assessing, controlling, and monitoring events throughout the life of a program/project/portfolio that may cause changes or consequences on program activities. While this focus on managing RIOs is for programs that are in the Solution Development and Implementation lifecycle phases, the process techniques described in the PMO RMP are applicable across all program development lifecycle stages, from the Service Analysis & Strategic Planning phase to the Service Life Extension phase.

In general, AMS guidance says that the individual Program Office must develop their Risk Management Plan to meet the Final Investment Decision (FID) milestone. 

New risks that are identified during Business Case Risk Assessment may be incorporated as part of the program’s active risk register for tracking and adjudicating during the Solution Development and Implementation phases.

See the PMO Risk, Issue, and Opportunity Management plan for a description of the RIO Management Process. 
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Risk Worksheet
Program/Project Title:								Seq. #: 	   		
Submitted by: 									Date:			
	1.  Risk Area: (Facet)

	2. Risk:


	3.  Point of Contact:



	4.  Source and Root Cause of Risk:  (Description of Risk)




	5.  Impacts Program’s:
	               |_| Cost                |_| Schedule           |_| Technical            |_| Benefits

	6.  Describe Impact of Risk on #5:


	
[image: ]High
Medium
Low




























1         2        3        4       5  
Consequence


	7.  Risk Rating:
	Likelihood (L):        A  B  C  D  E

	
	
	Impact (C):    1   2   3   4   5

	
	IID - Program Alternative Ratings

	
	Reference Case:
	(L)
	
	(C)
	

	
	Alternative 1:
	(L)
	
	(C)
	

	
	Alternative 2:
	(L)
	
	(C)
	

	
	Alternative 3:
	(L)
	
	(C)
	

	
	Alternative 4:
	(L)
	
	(C)
	

	
	FID – Selected Alternative Rating

	
	Primary Solution:
	(L)
	
	(C)
	

	8. Mitigation Option:
	|_| Avoidance 
	|_| Transfer 
	|_| Control
	|_| Assumption
	|_| Research & Knowledge

	9. Mitigation Strategy:


	10. Current Status:

	11.  Comments/Notes:




[bookmark: _Ref169663541][bookmark: _Ref169663907][bookmark: _Ref169663923][bookmark: _Ref169663955][bookmark: _Ref169664024][bookmark: _Toc398034475]Appendix B:  Risk Register Template

For each risk identified, the following shall be developed and maintained:

· Risk Statement – develop a brief description that highlights what the risk is.
· Risk Source – identify the facet (program) area that is the basis for this risk.
· Risk Description – highlight the primary root causes (drivers) and/or contributing factors behind the risks existence.
· Estimate of the probability/likelihood of the occurrence – what is the likelihood the risk will happen?
· Estimate of the impact of the occurrence – given the risk were to be realized, what would the magnitude of the impact be?
· Program areas impacted – identify areas of the program that would be impacted if the risk were to occur (cost estimate, schedule, technical performance, and/or benefits).
· Description of the impact – highlight the significant impacts that would occur to the program’s cost, schedule, technical performance, and/or benefit estimates if the risk were to be realized.
· Mitigation option and strategy – identify the managing option (control, avoid, transfer, assumption, research & knowledge) as well as all details surrounding the specific strategies planned to mitigate the risk.


Risk Register
	Risk #
	Risk Rating
	Source
	Risk
	Root Cause
	Impacts
	Consequence
	Mitigation Option & 
Strategy

	1
	Alt 1:
B1 (L)

Alt 2:
B1 (L)

Alt 3:
B1 (L)
	
	
	
	
	
	
	

	2
	Alt 1:
B3 (L)

Alt 2:
B3 (L)

Alt 3:
B3 (L)
	
	
	
	
	
	
	

	3
	Alt 1:
B1 (L)

Alt 2:
B1 (L)

Alt 3:
C1 (L)
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[bookmark: _Toc398034476]Appendix C:  Risk Register Sample

	Risk #
	Risk Rating
	Source
	Risk
	Root Cause
	Impacts
	Consequence
	Mitigation Option & 
Strategy

	1
	Alt 1:
B1 (L)

Alt 2:
B1 (L)

Alt 3:
B1 (L)
	Safety


	Failure to execute the required Investment Analysis System Safety      Assessment

	The program is required to complete a Comparative Safety Assessment (CSA) of the alternatives for IID but it is not yet completed, reviewed and approved.
	Technical
Benefits

	Risks identified in the CSA may result in assignment of additional existing and possibly new safety requirements that must be applied to reduce technical safety risk to the NAS to an acceptable level.  Not doing so may affect technical performance and alter expected benefits in safety or cost.
	Control
	1) Ensure WARP program office completes the CSA and that the NAS MOD SSWG reviews it.
2) Upon receipt of NAS MOD SSWG concurrence, submit the Design Analysis Report (DAR), which forwards the CSA, and obtain approval of the DAR by the CSES/SEC.

	2
	Alt 1:
B3 (L)

Alt 2:
B3 (L)

Alt 3:
B3 (L)
	Safety


	Failure to validate Safety Requirements
	Additional safety requirements that may be developed in the CSA have not been developed, and therefore, have not been accepted by the WARP program and have not gone into the Requirements Documents (RDs).

	Technical
Cost

	The program office may not be able to mitigate technical risk to an acceptable level or monitor those risks to ensure assigned controls or requirements are validated and verified per the System Engineering Manual (SEM).
	Control
	1) Complete the DAR/CSA and confirm that all accepted safety requirements are placed in the appropriate RDs

	3
	Alt 1:
B1 (L)

Alt 2:
B1 (L)

Alt 3:
C1 (L)
	Safety


	Failure to identify the level of overall system safety risk
	The program office does not know the highest level of risk found in the CSA for each alternative.
	Technical
Schedule
	The program might be delayed if it goes to IID without knowing the highest level of risk for the alternatives.  Failure to know the risks implies that inter-relationships have not been assessed.
	Control
	1) Complete NAS MOD SSWG review and SEC approval of the DAR/CSA, which will contain identified hazards and their level of risk.

	4
	Deleted
	
	
	
	
	
	
	

	5
	Alt 1: 
A2 (L)

Alt 2: 
C3 (M)

Alt 3:
B3 (L)
	Cost Estimation


	Flawed Cost Estimating Assumptions / Ground Rules
	All:  Actual cost data or other cost estimating techniques cannot always be verified.

Alt 2 and 3: Cost inputs (GR&A’s) to cost model used to baseline program may not agree with vendors expectations or interpretations.

Alt 2 and 3: The FAA may not be able to specify the requirements so that a vendor can transform them to an acceptable product to meet FAA needs.
	Cost
	Inadequate funding/resources to complete the program.
	Control

Research and Knowledge
	1) Carefully define program risk at the WBS level to ensure that risk is sufficiently addressed in the cost estimate.

2) Release RFI’s or market surveys for detailed cost estimates

3) Develop a phased acquisition approach

	6
	Alt 1: 
A3 (L)

Alt 2: 
A3 (L)

Alt 3:
A3 (L)
	Security


	Intrusion or unauthorized access to system resources can lead to insertion of Malicious code, etc.
	The risk is associated with the programming code and interfaces.  Potential sources of risk are vendor personnel, FAA personnel, or other parties with equivalent equipment or knowledge of the system and its operations.

	Technical
	Integrity of weather data and availability of service can be compromised.
	Control
	1) Ensure technicians and end users receive general security awareness training and system-specific technical security training as required.
2) Strong password Protection.
3) Controlled access to WARP Replacement equipment.

	7
	Alt 1: 
C4 (M)

Alt 2: 
C4 (M)

Alt 3:
C4 (M)
	Security


	Intrusion or unauthorized access to system resources that lead to compromise of data integrity.
	The risk is associated with the programming code and interfaces.  Potential sources of risk are vendor personnel, FAA personnel, or other parties with equivalent equipment or knowledge of the system and its operations.


Alt 1, 2, and 3 - Sensitive and proprietary data not wiped from the servers and /or workstations before disposal can provide attackers with information about the system.

Alt 1, 2, 3 - Manuals and procedures not properly destroyed before being disposed of can provide attackers with detailed instructions on how to access the system.

Alt 1, 2, 3 – By not changing default account names and closing or turning off unused ports and services the system is vulnerable to attack by malicious outsiders.
	Technical
	Integrity of weather data and availability of service can be compromised.

Not thoroughly erasing the hard drives leaves the system vulnerable to a cyber attack and gives anyone access to the data stored on the drives.
	Control
	1) Ensure technicians and end users receive initial and refresher security training.
2) Strong password protection.
3) Controlled access to WARP Replacement equipment.
4) Systems Administrators must ensure that all electronic media is degaussed or destroyed in such a manner that data recovery is not possible.  Paper documentation should be destroyed by burning or shredding.
5) Ensure that administrators rename, reconfigure, and/or delete default accounts to prevent unauthorized access to the system.
6) WARP system administrators should turn off unused ports and unnecessary services that are running on the WARP servers, before the system is operational.

	8
	Alt 1:
C4 (M)

Alt 2:
A4 (L)

Alt 3:
A4 (L)
	Human Factors


	Inadequate human factors design
	Lack of Human Factors on vendor and contract support staff, and inadequate Human Factors communication among internal FAA organizations.

Failure of WARP documentation teams to accept, include, and publish human factors input.

Historically, the WARP team fails to differentiate between human factors principles and user preferences

Historically:  Human Factors isn’t often applied adequately and appropriately through the life-cycle of the program

	Technical
Cost
Schedule
	Lack of user acceptance of CHI

Cost impacts due to additional design effort

Schedule delays due to redesign 
	Control
	1) Include a CDRL in the WARP Replacement contract for a “Human Engineering Program Plan” describing Human Factors expertise and accountability by the vendor.

2) Include WARP Replacement team Human Factor specialist in document review cycle.

3) Ensure the CDRL in 1 above requires documentation of Human Factors task analysis for all changes to procedures and operations with a human interface.

	9
	Alt 1:
C4 (M)

Alt 2:
A4 (L)

Alt 3:
A4 (L)
	Management


	Inadequate contractor organization to address human factors in ECP process
	Failure of the WARP Replacement vendor to apply human factors methods, processes, and testing in WARP Replacement ECPs

WARP Replacement contract support lacks human factors representation in appropriate subcommittees
	Technical
	Incomplete training course updates

Testing fails to detect human factors deficiencies in modifications
	Control
	Require the authors of all ECPs to provide Human Factor planning in the ECP document by including the requirement in the DID for ECPs

	10
	Alt 1:
C3 (M)

Alt 2:
A1 (L)

Alt 3:
A1 (L)
	Supportability


	Inability to support system due to proprietary code in WARP Replacement
	The current WARP system contains proprietary code.
On average, 35% of the system code is proprietary.  The proprietary code is threaded through all the software modules
	Cost
	The FAA is limited in its maintenance options because of the proprietary code
	Control
(Alt 2 and 3)

Assume
(Alt 1)
	1) In Alternative 2 and 3 the selected vendor will be required to give government control to all delivered code.
2) Alternative 1 continues to use the existing code as the basis of the system.

	11
	Alt 1: 
C2 (M)

Alt 2: 
C2 (M)

Alt 3:
C2 (M)
	Supportability


	Maintenance plan may not support Organic Maintenance (PASS issues)
	Alternative 1 includes plans to incorporate site-level organic maintenance.  Alternatives 2 and 3 expand this to include software and depot support.  For Alt 1, 2, 3, this will require negotiations with PASS to establish procedures and training requirements.

Alt 1 - As personnel retire or accept new positions, there will be fewer people with the in-depth knowledge to administer and maintain the system.
	Cost
	Negotiations could delay the schedule as the maintenance concept of operations is defined and agreed to and increase the cost to provide additional maintenance features and training to accommodate the organic maintenance concept.
	Control
	Alternatives 1, 2, and 3:  Establish a realistic plan to transfer maintenance from vendor to FAA.  Establish a working group, to include national and local representatives, to establish procedures and training plans.

	12
	Alt 1: 
N/A

Alt 2: 
N/A

Alt 3:
C3 (M)
	Management


	Complex integration task involving multiple government agencies may be difficult to manage
	In Alternative 3, the AWIPS system is integrated into the solution.  This system was designed and developed under the direction of the NWS.   (This risk does not exist in the other alternatives as they are defined.)
	Schedule
	The resolution of any issues that develop because of the inclusion of the NWS developed system will take time to resolve.
	Control
	In Alternatives 1 and 2, the FAA is the only agency involved and cross agency issues are not anticipated.
In Alternative 3, the mitigation strategy will include the establishment of a joint oversight team to provide a forum to address and resolve cross agency issues.

	13
	Alt 1: 
C3 (M)

Alt 2: 
A1 (L)

Alt 3:
A1 (L)
	Operability


	Technical obsolescence of the external interfaces due to changes
	As National Airspace System (NAS) systems and National Weather Service (NWS) systems change, the WARP Replacement system will require additional resources to make necessary modifications to keep up with external changes to interfaces or products.
	Cost
	Changes to external system will cause the WARP Replacement system to degrade and currently collected products will no longer be available, and current interface will no longer function.
	Control
	Continue to fund the WARP product team to accommodate changes in interfaces and changes in products.


	14
	
Deleted
	
	
	
	
	
	
	

	15
	Alt 1: 
B2 (L)

Alt 2: 
C4 (M)

Alt 3:
B4 (M)
	Schedule


	Deployment schedule may be delayed
	As with any program, there is some risk that the alternatives will not be completed within the specified schedule due to unavailability of new components.

Alternatives 2 and 3 have higher risk because of software development
	Schedule
	The consequence is the delay of any improvements that may be deployed under that alternative.
	Control
	
Mitigate Alternative 3 schedule risk by using existing components where possible (e.g. AWIPS for weather forecasting).

Alt 2 and 3 – Use a firm fixed price (FFP) contract

	16
	Alt 1: 
D4 (H)

Alt 2: 
C3 (M)

Alt 3:
C3 (M)
	Stakeholder


	The development of a new CWSU concept of operations may result in new requirements for the system
	The FAA is investigating the role of the CWSU with-in the En Route environment and developing a new concept of operations.  This new concept may result in centralizing the CWSU’s at a few locations.
	Cost
	Possible requirements creep in the Center Weather Service Unit (CWSU) role.

New technical features to meet these requirements may include new communications and display system requirements.  Additional cost will be incurred to meet these new requirements.
	Alt 2 and 3 - Control
	Alt 1 - Continue to fund the WARP product team to accommodate changes in interfaces and changes in products.

Alt 2 and 3 – Design a flexible, scalable architecture that can accommodate changes in CWSU architecture.

	17
	Alt 1: 
D3 (M)

Alt 2: 
D4 (H)

Alt 3:
D3 (M)
	Funding


	Inadequate Funding to deploy upgraded system components.
	Budget uncertainty caused by broad cuts by Congress may jeopardize funding for the essential, but not “critical” WARP Replacement.
	Schedule
Cost
	Funding shortfalls will delay deployment of needed upgrades.  Schedule delays will increase cost
	Control
	Plan for phased deployment of hardware and software to minimize effect on unmodified system components.

	18
	Alt 1: 
A3 (L)

Alt 2: 
A3 (L)

Alt 3:
A3 (L)
	Supportability


	Technical obsolescence of Hardware & Platform Software
	The Original Equipment Manufacturer (OEM) has announced that the hardware is no longer available and will no longer be supported after CY 2007.  The platform software (operating system and database) will also no longer be updated or patched for this hardware.
	Benefits
	If this risk is not mitigated the WARP Replacement system benefits will be lost as the hardware fails and the platform software goes without updates and patches.
	Assume
	

	19
	Alt 1: 
C2 (M)

Alt 2: 
B2 (L)

Alt 3:
B2 (L)
	Supportability


	Loss of system knowledge 
	Turnover of personnel will result in a loss of in-depth knowledge of the system to administer, maintain, and train new users on the system.
	Technical
	Fewer skilled maintenance personnel will impact the system readiness, increase the time to recover and administer the system. Fewer trained personnel would lead to inadvertent security breaches.
	Control
	Personnel must be encouraged to take refresher training to stay current on the system.

Document lessons learned using knowledge management techniques

	20
	Deleted
	
	
	
	
	
	
	

	21
	Alt 1: 
N/A

Alt 2: 
N/A

Alt 3:
B4 (M)
	Technical


	WARP Replacement/ AWIPS interface may allow attackers to exploit any software weaknesses or cause conflicts
	
The interface between AWIPS and WARP Replacement can allow intruders or malicious insiders to access WARP Replacement system resources
	Technical
	

Could allow malicious code to be inserted into the data stream and disrupt WARP Replacement services
	Control
	Auditing, properly configured firewalls between WARP and AWIPS, strict access control over who can send information between the two systems.

	22
	Alt 1:
C3 (M)

Alt 2:
B2 (L)

Alt 3:
N/A
	Supportability


	Inadequate training for CWSU meteorologist 
	The National Weather Service (NWS) uses AWIPS to train its employees, including Center Weather Service Unit (CWSU) meteorologists.  There is no formal training beyond the Operation and Program Manual (OPM) on using the current WARP Workstation to prepare briefing products for FAA use.
	Technical
	Alt 1, 2: Briefings to FAA users may be incomplete, or delayed due to inefficient preparation.

Alt 3: No impact, briefings prepared with same system used for training.
	Control
	Alt 1 – OJT training be provided for meteorologist

Alt 2 - Fund development of a meteorologist user interface training package.

Alt 3 – Not needed.
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	Alt 1:
C3 (M)

Alt 2:
C3 (M)

Alt 3:
C3 (M)
	Benefits Estimate


	Erroneous delay data (pre-modeling)
	Significant changes in Command Center procedures for issuing ground holds and stops significantly impacted en route flight durations, making it impossible to use these data in a pre-post-WARP quantitative analysis.  Therefore, controller estimates were used, but even after “cleaning” the estimates are uncertain.
	Benefits
	Inaccurate delay reduction benefits estimate.
	Control
	Define benefit assessment ground rules and assumptions.

Use available qualitative data

Calculate high confidence benefit estimates (20th percentile)

	24
	Alt 1:
B2 (L)

Alt 2:
B2 (L)

Alt 3:
B2 (L)
	Benefits Estimate


	Faulty safety data collection (pre-modeling)
	Uncertainty in the selection of relevant accident reports, incompleteness of some reports, and use of judgmental analysis of accident report narratives
	Benefits
	Fewer safety benefits
	Control
	Define benefit assessment ground rules and assumptions.

Analysis of accident narratives by someone experienced in such analyses.  Checking and correcting of Product Team-provided information.

Calculate high confidence benefit estimates (20th percentile)

	25
	Alt 1:
A1 (L)

Alt 2:
A1 (L)

Alt 3:
A1 (L)
	Funding / 
Schedule


	Potential WARP client systems may be deployed late, or not at all, due to FAA funding constraints
	Present FAA funding difficulties leads to uncertainty of fielding (and of dates of fielding) new projects that would use WARP-provided data

Out year schedule uncertainties associated with current funding environment
	Benefits
	Cost avoidance benefits may be less than estimated
	Assume
	


	Guide to Conducting Business Case Risk Assessments
	SAMPLE



[bookmark: _Ref170013686][bookmark: _Ref170013853][bookmark: _Ref170013921][bookmark: _Toc398034477]Appendix D:  Risk Tools

Risk Tools

Once the risks have been identified, a model can help quantify the risks.  Quantifying risk means putting a value on risk.  Sample listing of tools:

· Cost Tools
· Crystal Ball:  Performs Monte Carlo simulations of Excel spreadsheets
· FARAD:  FAA tool that distributes risk by WBS
· Cost & Schedule Tools
· @Risk; Microsoft Project or Excel spreadsheet embedded schedule risk analysis tool that runs Monte Carlo simulations around task durations
· SEER-SEM, COCOMO-II, COCOTS: Software development
· Schedule Tools
· Risk+; Microsoft Project embedded schedule risk analysis tool that runs Monte Carlo simulations around task durations
· Program Teams
· Active Risk Manager (ARM); an FAA tool used by several FAA organizations (including AJM, ANG-B, and AJM-24), ARM is a web-based database application that supports project, program, portfolio and enterprise risk management.  
· Risk Radar (FAA Tool); database software package that allows the program office to document over time how risk is changing and the steps that it has taken to reduce and manage risk

	Guide to Conducting Business Case Risk Assessments
	

[bookmark: _Toc398034478]Appendix E:  Independent Risk Evaluation Criteria

Finance, Investment Planning and Analysis when conducting their independent evaluation of the Investment Analysis activities and results use the following checklist.  

Risk Assessment Results

RISK ASSESSMENT – Checklist

Project Name:
IA Leads/POC:
Cost - 
Risk - 
Benefit - 
Integration - 
Schedule - 



Prior to cost, benefit, and schedule hand-off

1) Was a balanced risk team assembled (i.e. risk facet area experts (SMEs), those with program knowledge, stakeholder representation)?  Was there adequate representation for each of the risk facets considered?  Was team adequately prepared to conduct assessment (provided background information, distributed any recent assessments or findings, educated on our assessment process, etc.)?

	Yes/No – comments





	Date:
	Reviewed By:



2) Investment risks, associated with the program, have been thoroughly identified:

	
	Yes / No
	Comments

	Previously identified risks
	
	

	Programmatic risks:
	
	

	· Technical
	
	

	· Operability
	
	

	· Cost Estimate
	
	

	· Schedule Estimate
	
	

	· Producibility
	
	

	· Supportability
	
	

	· Human Factors
	
	

	· Security
	
	

	· Safety
	
	

	External Risks: 
	
	

	· Stakeholder
	
	

	· Benefit
	
	

	· Management
	
	

	· Affordability / Funding
	
	

	· Interdependencies
	
	

	Comments:



	Date:
	Reviewed By:



3) Was there adequate participation for each of the risk facets by relevant organizations?

	Yes/No – comments (if no, did follow coordination occur?)



	Date:
	Reviewed By:




4) Review of completed Risk Register (note – may attach marked up copy):

	
	Yes / No – (if no - explain by risk #)

	Risk statement
· A brief statement highlighting what the risk is (future, uncertainty, and negative consequence)
	

	Source of the risk
· Identify the facet area that is driving this risk
	

	Risk Justification (description of what is known)
· Includes primary root causes and contributors
· Includes information collected to date for tracking purposes
	

	Consequence of Risk (description of what would happen should event occur)
· Describes significant impacts to cost schedule, technical, and/or benefits (and safety), given its occurrence
	

	Risk score (function of likelihood of occurrence and severity of occurrence)
· Risk score as of now, prior to the implementation of identified mitigation measures
	

	Mitigation approach and strategy
· A plan for reducing the risk (avoidance, transfer, control, assumption, research and knowledge)
	

	Current status
· Include all activities that are currently taking place to address this risk
	

	Comments:




	Date:
	Reviewed By:



5) Did the risk team follow the same risk definition process for each alternative?

	Yes / No / N/A – comments (if no, did follow-up coordination occur?)




	Date:
	Reviewed By:



6) Did the team gain group consensus on the finalized Risk Register? Please note any discrepancies or non-concurrence.

	Yes/No – comments




	Date:
	Reviewed By:






To be completed prior to IER (target ~ 2 weeks prior)

7) Submitted assessment and analysis results to Cost and Benefit Leads (Cost/Schedule Hand-off).

	Yes/No – comments



	Date:
	Reviewed By:



8) Analyzed and documented risk assessment results (note – may attach marked up copy).

	
	Yes / No
	Comments

	Reviewed the nature of each risk (i.e. key drivers, identify which risks are normal for the program’s stage in its lifecycle, etc.)
	
	

	Reviewed the nature of recommended mitigation measures
	
	

	Identified risks that need to be flagged to the JRC
· High and medium risks
· Those where issues remain
· Those that could influence the overall investment decision
· Those that are outside the control of the program office
	
	

	Comments:


	Date:
	Reviewed By:



9) When multiple alternatives (IID) – performed a comparative risk assessment.

	
	Yes / No / N/A 
	Comments

	Performed a comparative risk assessment 
· First considered qualitatively
· Compared risks (total high, medium and low)
· Compared consequences
· At a qualitative level – noted differences
· If insufficient to identifying a preferred alternative, considered quantitatively
	
	

	Documented logic behind preferred alternative recommendation
· Comparative assessment served as input into documentation of preferred alternative
	
	

	Comments:


	Date:
	Reviewed By:




10) Were the Risk Assessment results accurately reflected in:  (*for preferred alternative when multiple alternatives)
· Business Case 
· JRC briefing slides*

	Comments:


	Date:
	Reviewed By:



12) Were results incorporated into the Program’s Risk Management Plan (RMP)?
· To help ensure that delivered product will meet future performance goals

	Comments:


	Date:
	Reviewed By:
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