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[bookmark: _Ref169664045][bookmark: _Ref169664067][bookmark: _Toc402358448]Introduction

This document provides guidelines for conducting risk assessment during Initial Investment Analysis and during Final Investment Analysis. The guidelines were adopted from the programmatic risk management processes identified in the FAA System Engineering Manual (SEM) and from the Risk Management Processes in the FAA Acquisition Toolset (FAST) to assist Investment Analysis Teams (IATs) develop risk-adjusted cost, benefit and schedule estimates during investment analysis. See: http://fast.faa.gov  

Initial investment analysis rigorously evaluates alternative solutions to a shortfall identified during Concept and Requirements Definition (CRD) and determines which alternative offers the best value to the agency and to its customers, within acceptable cost and risk.  Final Investment Analysis completes detailed program planning and determines final requirements for the proposed acquisition, including a risk-adjusted life cycle program baseline that establishes cost, schedule, performance, and benefit parameters for monitoring program execution.

[bookmark: _Toc402358449]Risk, Issues, and Opportunities Management

The Air Traffic Organization (ATO)’s Program Management Organization (PMO), AJM-0, provides lifecycle program management capability across all of the ATO through initial program planning, and effective and efficient implementation of the Next Generation Air Transportation System (NextGen) and sustainment systems in the National Airspace System (NAS).   

In addition to risks, the PMO manages issues (risks with 100% likelihood of occurrence) and opportunities (a future event or situation with a realistic probability of occurring that may have a positive impact to the successful accomplishment of one or more program objectives.) As such, the PMO RIO Management Plan (RMP) was developed to document a comprehensive framework for identifying, analyzing, and managing programmatic Risks, Issues, and Opportunities (RIOs) for both NAS and non-NAS programs controlled by the PMO.  

RIO Management focuses on identifying, assessing, controlling, and monitoring events throughout the life of a program/project/portfolio that may cause changes or consequences on program activities. While this focus on managing RIOs is for programs that are in the Solution Development and Implementation lifecycle phases, the process techniques described in the PMO RMP are applicable across all program development lifecycle stages, from the Service Analysis & Strategic Planning phase to the Service Life Extension phase.

[bookmark: _Toc402358450]Risk Management Plan

The Risk Management Plan (RMP) describes the approach, methods, procedures, and criteria for risk management and its integration into a program’s decision process. In general, AMS guidance says that the individual Program Office must develop their Risk Management Plan to meet the Final Investment Decision (FID) milestone. 

New risks that are identified during Business Case Risk Assessment may be incorporated as part of the program’s active risk register for tracking and adjudicating during the Solution Development and Implementation phases.

See the PMO Risk, Issue, and Opportunity Management plan for a description of the RIO Management Process. 
  
[bookmark: _Toc402358451]Risk Assessment During Investment Analysis

RIO assessment identifies uncertainties in a potential capital investment, assesses the degree of the risk, and identifies risk mitigation strategies.  

[bookmark: _Toc402358452]Risk Assessment for the Initial Investment Decision

For the Initial Investment Decision (IID), risk assessment includes the following:
Identifying and analyzing risks for each alternative, 
Identifying mitigation strategies for each risk,
Affirming that mitigation strategies are incorporated into cost, schedule or benefit estimates, and
Evaluating the investment alternatives. 

[bookmark: _Toc402358453]Risk Assessment for Final Investment Decision/Rebaselining

The RIO management team is responsible for revisiting the risks identified during initial IA to determine: (1) Are the risks still relevant? (2) Have the risks been addressed? or, (3) Have additional risks been identified based on new information? Ideally, the risk team will consult with IAT members from the program office, users, and the Investment Planning and Analysis (AFI-1) organization to obtain as objective information as possible regarding the possible impact and relative importance of risks. 

Risks that are no longer relevant are deleted from further consideration, with appropriate documentation as to why they have been deleted.  New risks that are identified enter the pool for active consideration.  Final investment analysis affords the IAT time to focus on the selected alternative and examine risks in more detail.

[bookmark: _Toc402358454]Business Case Risk Assessment Process

[bookmark: _Toc402358455]Life Cycle Risks
 
Life cycle risks are broken down into thirteen facets.  The following standard risk facets have been selected to facilitate risk identification and quantification:  

RiskTechnical is the risk associated with (1) developing a new or extending an existing technology to provide greater performance than previously demonstrated, or (2) achieving a level of performance.  It also refers to how well the system operates to design or safety specifications.
RiskOperability is the risk associated with how well the system to be produced will operate within the NAS and interact with other systems.  It addresses National Airspace System (NAS) or other system interfaces, the degree to which they are known and complete, and the degree to which the operational concept has been demonstrated and evolved to the point of a design baseline.
RiskProducibility is the risk associated with the capabilities to manufacture and produce the desired system. 
RiskSupportability is the risk associated with fielding and maintaining the resulting systems. 
RiskBenefit Estimate considers the difficulty in estimating the benefits and in realizing benefits.  This risk facet addresses the accuracy and uncertainty of the benefit estimate, including such issues as inadequate methods to estimate the benefits, lack of data to estimate the benefits, uncertainty of assumptions, and whether the alternative is defined enough to estimate the benefits.
RiskCost Estimate considers the difficulty in estimating the cost and in adhering to the cost.  This risk facet addresses the accuracy of the cost estimate, including such issues as inadequate methods to estimate the cost, lack of data to estimate the cost, uncertainty of assumptions, and whether the alternative is defined enough to estimate the cost.
RiskSchedule considers the likelihood that the alternative will be completed within the specified schedule.
RiskManagement refers to complexity of the alternative to manage (e.g., number of sub-tasks and/or number of performing organizations) and considers the risks of obtaining and using applicable resources and activities that may be outside of the alternative's control but can affect the alternative's outcome.
RiskFunding addresses the availability of funds when they are needed and a confidence in management and Congress that those funds will continue to be provided.
RiskStakeholder is the risk associated with various stakeholders supporting the development and operation of the alternative, such as internal FAA organizational users, Congress, airline and general aviation users, and potential equipment and aircraft manufacturers.
RiskSecurity addresses a system's vulnerability to external threats and the risks likely to occur in employing countermeasures.  This includes an Information Security Assessment and an assessment of physical and facility security issues.
RiskHuman Factors focuses on the effectiveness and suitability of the human-in-the-loop aspects of the system with respect to both operations and maintenance.
RiskSafety considers the risk associated with the performance (or lack thereof) of appropriate safety risk management activities and in implementing the identified safety requirements. This risk facet shall not be confused with the operational risk of system hazards. The operational risks of system hazards are documented in other analyses.

[bookmark: _Toc402358456][bookmark: _Ref143327864]Risks that Affect Costs, Benefits, Schedule, and/or Technical Performance 

Risks may affect cost, benefits, schedule, and/or technical performance.  These are the baseline parameters. Each risk should be assigned to a baseline parameter.  Should a risk span multiple parameters, the risk is assigned to the appropriate parameter. Identifying which parameter is impacted may be a judgment call.  A collaborative discussion with risk team members, program personnel or SMEs in a form of Delphi Technique may be a good approach.  Associating each risk with one or more parameters identifies where mitigation can best be applied to reduce risk or where a range can be applied to the parameter to accommodate the uncertainty.

It is important to consider whether there are any risks associated with interdependency with other programs.  For example, a high-capacity surveillance tool may be proposed, but its implementation might depend on the existence of an infrastructure to support that tool.  The risk of successfully developing an infrastructure would impact the successful deployment of the surveillance tool.  Interdependency risks, may be identified by examining NAS Architecture artifacts, and translated to one or more baseline parameters.

The impact of a risk on a baseline parameter should be determined and captured in the RIO Risk Register.  Identifying and understanding the consequences of the risk provides a basis for developing the mitigation option and strategy discussed in Section 3.4 Mitigation Option and Strategy (Develop Mitigation Strategies Phase).

During risk identification, the Source, Risk Name, Root Cause, Impacts and Consequence sections of the Risk Register should be completed for each risk.

Items in Table 1 should be evaluated to determine whether they apply to any of the alternatives.  




[bookmark: _Ref143329187][bookmark: _Ref143329143]Table 1: Risk Checklist by Risk Facet

	Cost Estimate Risks
	Benefit Estimate Risks
	Schedule Risks
	Technical Risks

	Cost Estimation 
Inadequate cost estimating tools
Estimation errors
Inaccurate discount rate
Faulty BOEs**
Insufficient cost margin
Unrealistic overhead and G&A rates
Relies on scarce resources
Speculative life cycle costs
Sensitivity analysis to cost drivers not undertaken
Cost Management 
Unsatisfactory cost controls
Insufficient cost monitoring
Product Cost 
Undefined government furnished equipment
Reliance on unavailable NDI/COTS
Unavailable government facilities
Unavailable contractor facilities
Inadequate budget for tests
Undefined hardware costs
Hidden software costs
Unidentified parts and materials
	Benefit Identification 
Same benefits claimed by other programs
Unidentified major benefits
Unrealistic identified benefits
Difficult to identify benefits
Benefit Estimation 
Benefits not quantifiable
Difficult to estimate benefits
Tenuous relationship to projected benefits
External forces may affect achieving benefits
Erroneous benefits estimations
Inaccurate inflation/discount rates
Speculative cost avoidance
Faulty BOEs.  Inadequate estimating tools
	Schedule Estimation 
Inadequate schedule estimating tools
Erroneous estimations
Faulty BOEs
Insufficient schedule margin
Optimistic schedule duration 
Inappropriate program schedule
Schedule Dependency 
Unpredictable labor strikes
Improper test scheduling
Excessive task concurrency
Unidentified need for procedures development
Unidentified need for regulations development
Inordinate number of critical path items
Unidentified need for standards development
Uncertainties in contractor process
Uncertainties in contractor stability
Schedule too ambitious for degree of technical complexity
Unavailable materials
Unavailable parts
Unavailable government furnished information
Unavailable facilities
Unavailable personnel
Unavailable tools
Unavailable contractor
Schedule Management 
Unsatisfactory schedule controls
Insufficient program schedule monitoring
Improper contractor/subcontractor schedule monitoring
	Technology 
Undue reliance on currently unavailable or unproven technology
Possible better new technology may be available by time alternative is implemented
System Engineering 
Technically incompatible with NAS Architecture 
Inadequate functional analysis
Deficient functional allocation
Incomplete integration
Undefined internal interfaces
Vague operational environment
Insufficient requirements analysis
Unstable requirements
Non-compliant or invalidated requirements
Weak or non-existent failure modes analysis
Requirements difficult to trace
Unidentified safety/security considerations
System Design 
Inadequate capacity
Highly complex
Lack of design details
Insufficient design margins
Immature design
Unsatisfactory growth potential
Undefined physical properties
Incomplete hardware design
Incomplete software design
Inadequate software tools
Difficulty of developing real-time, safety critical software
Immature software language
Ineffective fault detection
Inordinate use of unique resources
Complex/incomplete man/machine design
Undefined technical approach
System Test 
Inaccurate/simplistic modeling
Insufficient simulation
No or minimal prototype testing
Incomplete/inadequate test planning
Unsatisfactory OT&E results
Technical Documentation 
Inadequate design documentation
Insufficient test documentation
Ambiguous/incomplete requirements documentation
Undocumented technical details
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[bookmark: _Toc402358457]Application of Risk to the Business Case

[bookmark: _Toc402358458]Qualitative Risks

Risks for which a quantifiable or measurable parameter cannot be readily determined, are treated as qualitative risks, and may be listed with descriptions that carry no financial mitigating values.  These risks will be assigned risk ratings as shown in Section 3.3, and will be included in the documents discussed in Section 4.0, Risk Assessment Products and Documentation.

[bookmark: _Toc402358459]Quantitative Risks

Risks for which a quantifiable or measurable parameter can be readily determined, are treated as quantitative risks, and may be defined with descriptions that carry financial mitigating values.  In addition, these risks can be used to develop optimistic and pessimistic scenarios that can be used in a probabilistic model to achieve a high-confidence estimate.

[bookmark: _Ref170116545][bookmark: _Toc402358460]   Mitigation Adjustments

Cost, schedule, benefit, and performance leads work with SMEs, the RIO lead, and program office personnel to identify actions that are necessary to reduce, mitigate or eliminate the risks.  The cost lead estimates mitigation costs and includes the costs when establishing a point estimate for the cost baseline.  The benefit lead, the schedule lead and the performance lead do the same for their part.  Risks that are beyond the control of the FAA may simply have to be acknowledged and accepted, without mitigation (see Figure 2 below).


Figure 2: Adjusting Baseline Estimates

[bookmark: _Ref170116452][bookmark: _Toc402358461]   Probabilistic Adjustments

Figure 3: Risk Adjustments, illustrates the general approach to calculating risk-adjusted estimates for the cost, schedule, and benefit baselines.  Typically, initial calculations are performed for each of the baselines on the basis of a model that includes mathematical relationships between variables.  These initial calculations result in a point estimate for cost, benefits, and/or schedule. 
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[bookmark: _Ref169924251]Figure 3: Risk Adjustments

Changes in variable values establish a range of estimates around the most likely or the point value of the initial calculations.  Using tools such as @Risk, or Crystal Ball®[footnoteRef:1], the cost, benefit or schedule analyst can create triangular distributions around each independent variable and calculate the dependent variable (overall cost, benefit, schedule or performance).   [1:    See Appendix D:  Risk Tools] 


The risk tool uses Monte Carlo simulation to calculate the dependent variable by randomly selecting a value from the probability distribution of each of the independent variables.  The overall result is an estimate with its own distribution.  From this forecast distribution, the analyst chooses a value which represents a high-confidence estimate.  The confidence value varies by baseline parameter:
  
Cost Value – The value that has an 80 percent certainty of being met or under run.
Benefit Value – The value that has an 80 percent certainty of being exceeded.
Schedule Value – The value that has an 80 percent certainty of being met or under run. 
Performance Value – The value that has an 80 percent certainty of being exceeded.

[bookmark: _Toc402358462]Calculation of Cost Risk

The initial cost model provides a point estimate that represents the most likely cost of the investment.  Costs to mitigate risks described in Section 3.5.2.1 are combined with the initial cost model as risk mitigation costs to produce a risk mitigated point estimate.  The risk is re-evaluated after mitigation to determine the impact on each cost element.  Each risk is considered in the development of a triangular distribution around the cost elements it impacts.  These triangular distributions are inputs to a Monte Carlo simulation that results in a confidence distribution used to select the high-confidence cost estimate.  

[bookmark: _Toc402358463]Calculation of Benefit Risk

In all probability the greatest risk exposure is on the expected benefit side of payoff computations. The value of benefits may decrease significantly when:

· The implementation schedule is drawn out,
· The operational environment changes,
· Demand does not increase as expected,
· During implementation, the team concentrates on the technical aspects of a project and completely disregards the human element.

  Adapted from Paul A. Strassmann, The Business Value of Computers, 1990

The benefits estimate for an investment is developed from a macro viewpoint and/or a micro viewpoint.  The considerations for these viewpoints are as follows:



Macro:
-    Percent sharing of operational benefit scope in same domain as an existing or future technology, and 
-    Percent confidence in reasonableness of link between technology and benefit estimate in benefit model.
Micro:
· Percent realistic range of variation, low and high bound, for each variable in model, and
· Percent confidence in the data supporting the variation.

The benefits estimating process begins by calculating point estimates for the most likely value, the low value, and the high value for the entire life cycle.  A risk that impacts the realization of benefits influences the calculation of the low and high estimates.  Using the three point estimates, Crystal Ball or another Monte-Carlo simulation tool, is used to determine a benefit estimate that is likely to be exceeded 80 percent of the time.  The benefit estimator parametrically estimates the year by year, risk adjusted benefit, using the ratio of life cycle risk estimate to the life cycle most likely estimate, and the yearly most likely estimate.

[bookmark: _Toc402358464]Calculation of Schedule Risk
The critical path method (CPM) is a key tool for managing project schedules. A schedule "network" represents the project strategy or plan.  CPM computes the shortest project completion duration and earliest completion date.  The longest path through the network is called the "critical path." According to CPM, any delay on the critical path will delay the project. 
The accuracy of CPM completion date forecast depends on every task taking just as long as its duration estimate indicates.  CPM is accurate only if everything goes according to plan. 
· Estimates of activity durations are at best careful estimates of future work and at worst unrealistically short guesses, calculated by how much time you have rather than how long the work takes. 
· Even if activity durations are most likely estimates, the CPM completion date is not the most likely project completion date. 
· The path identified as the "critical path" may not be the one that will be most likely to delay the project. 
There are three steps to a successful risk analysis. They are: (1) create the CPM schedule for the project, (2) estimate the uncertainty in the activity durations with low and high ranges, and (3) perform a risk analysis of the schedule, using a Monte Carlo simulation method.

[bookmark: _Toc402358465]   Create a CPM Schedule

The highest risk path (sometimes called the risk-critical path) is the path through the network that has the greatest likelihood of delaying the project. In CPM this is confidently identified as the critical path.  When activity durations are uncertain, the very concept of critical path is murky.  Risk analysis identifies the paths that determine the project duration in each iteration, and computes the relative likelihood of any activity being on that path for the overall simulation.  Often, a non-critical path with high risk is the path that has the greatest likelihood of overrun.

[bookmark: _Toc402358466]   Estimate Uncertainty in Activity Durations
Estimate duration ranges for each activity based on the low (optimistic) and high (pessimistic) scenarios for the work in the activity.  High ranges can be determined by examining the various things that could go wrong such as technical problems, site conditions, supplier delays, and permitting issues -- factors which are often called "risk drivers." Risks rated as high or medium should have a corresponding entry in the program schedule.  
These duration ranges are determined by: 1) identifying which activities are likely to be affected by each risk in the Risk Register; and 2) searching interviews of the project manager and the staff who will manage the project and are familiar with the possible risks.

[bookmark: _Toc402358467]   Perform Risk Analysis of the Schedule Using a Monte Carlo Simulation

The final aspect of schedule assessment is determining a probability distribution in order to yield an 80% confidence level in the schedule estimate.  This may be accomplished using any one of many tools available to the project team, from simple PERT analysis to probability distribution simulations using various automated tools[footnoteRef:2].  The key is achieving a high degree of confidence that the schedule is sufficiently robust to meet the goals and objectives of the project in the time and budget allotted.   [2:    See Appendix D:  Risk Tools.] 


Adapted from David T. Hulett, PhD,  Schedule Risk Analysis Simplified, 2003

[bookmark: _Toc402358468]Calculation of Performance Risk

The range of solutions to potential performance shortfalls does not lend itself to a probabilistic analysis leading to a high confidence estimate.  When a risk impacts the technical solution in the investment, subject matter experts on the program team will need to define the thresholds for acceptable performance that still meet the goals of the investment.

[bookmark: _Toc140462353][bookmark: _Ref143071175][bookmark: _Ref143071243][bookmark: _Toc402358469]Risk Assessment products and documentation

There are generally four essential outputs from IA Risk Assessment:  1) input to develop final risk-adjusted cost, schedule and benefit estimates, 2) input into the Business Case, 3) input to the Acquisition Program Baseline, and 4) input to the program’s Risk Management Plan.

[bookmark: _Toc402358470]Cost, Schedule and Benefits

Risk assessment results, specifically mitigation strategies and risk ranges, is coordinated with the cost, schedule and benefit teams to develop adjustments to the point estimates to develop risk-adjusted estimates for each alternative.  The cost estimate must incorporate the cost of performing the mitigation strategies and add risk ranges to the Work Breakdown Structure (WBS) elements that might be impacted if the risk were to occur.  Similarly, risk ranges would be developed for tasks in the schedule that would be impacted by the occurrence of a risk to determine a risk-adjusted schedule.  Benefits would incorporate risk ranges in the benefits estimate to determine a risk-adjusted estimate for realization of benefits.  The risk adjustments are captured in the respective Basis of Estimates.

[bookmark: _Toc402358471]Business Case 

The Business Case has a separate section for the risk assessment results and findings that will contain the following:

Risk Matrix (similar to Figure 1:  5x5 ) records the number of individual risks contained in each 5 x 5 cell corresponding to five rows/levels of probability and five columns/levels of severity.  The high-risk cells in the table are colored red, the medium risks cells are colored yellow, and the low risks cells are colored green.  This gives an indication of how many high, medium and low risks are listed for each alternative.

Description of the process used to complete the risk assessment.  Topics can include the use of sub teams, experts, or panels, and the overall processes used to identify the risks, analyze the risks (probability and severity), and develop mitigation strategies.  Describe the major risks and mitigation in as much detail as possible (for all three alternatives in the case of an initial investment decision).  The Risk Register should be attached to the business case.

[bookmark: _Toc402358472]Acquisition Program Baseline

Documenting the risk assessment in the Acquisition Program Baseline should be in accordance with current direction as provided by AIO’s Value Management Office.



[bookmark: _Toc169662300][bookmark: _Toc169663201][bookmark: _Toc169686883][bookmark: _Toc169941799][bookmark: _Toc169662302][bookmark: _Toc169663203][bookmark: _Toc169686885][bookmark: _Toc169941801][bookmark: _Toc169662304][bookmark: _Toc169663205][bookmark: _Toc169686887][bookmark: _Toc169941803][bookmark: _Toc169662306][bookmark: _Toc169663207][bookmark: _Toc169686889][bookmark: _Toc169941805][bookmark: _Toc169662314][bookmark: _Toc169663215][bookmark: _Toc169686897][bookmark: _Toc169941813][bookmark: _Toc169662315][bookmark: _Toc169663216][bookmark: _Toc169686898][bookmark: _Toc169941814][bookmark: _Toc169662316][bookmark: _Toc169663217][bookmark: _Toc169686899][bookmark: _Toc169941815][bookmark: _Toc169662318][bookmark: _Toc169663219][bookmark: _Toc169686901][bookmark: _Toc169941817][bookmark: _Toc169662320][bookmark: _Toc169663221][bookmark: _Toc169686903][bookmark: _Toc169941819][bookmark: _Toc169662330][bookmark: _Toc169663231][bookmark: _Toc169686913][bookmark: _Toc169941829][bookmark: _Toc169662332][bookmark: _Toc169663233][bookmark: _Toc169686915][bookmark: _Toc169941831][bookmark: _Toc169662333][bookmark: _Toc169663234][bookmark: _Toc169686916][bookmark: _Toc169941832][bookmark: _Toc169662424][bookmark: _Toc169663325][bookmark: _Toc169687007][bookmark: _Toc169941923][bookmark: _Toc169662426][bookmark: _Toc169663327][bookmark: _Toc169687009][bookmark: _Toc169941925][bookmark: _Toc169662434][bookmark: _Toc169663335][bookmark: _Toc169687017][bookmark: _Toc169941933][bookmark: _Toc169662436][bookmark: _Toc169663337][bookmark: _Toc169687019][bookmark: _Toc169941935][bookmark: _Toc169662437][bookmark: _Toc169663338][bookmark: _Toc169687020][bookmark: _Toc169941936][bookmark: _Toc169662477][bookmark: _Toc169663378][bookmark: _Toc169687060][bookmark: _Toc169941976][bookmark: _Toc169662479][bookmark: _Toc169663380][bookmark: _Toc169687062][bookmark: _Toc169941978][bookmark: _Toc169662488][bookmark: _Toc169663389][bookmark: _Toc169687071][bookmark: _Toc169941987][bookmark: _Toc169662490][bookmark: _Toc169663391][bookmark: _Toc169687073][bookmark: _Toc169941989][bookmark: _Toc169662499][bookmark: _Toc169663400][bookmark: _Toc169687082][bookmark: _Toc169941998][bookmark: _Toc169662500][bookmark: _Toc169663401][bookmark: _Toc169687083][bookmark: _Toc169941999][bookmark: _Toc169662501][bookmark: _Toc169663402][bookmark: _Toc169687084][bookmark: _Toc169942000][bookmark: _Toc169662502][bookmark: _Toc169663403][bookmark: _Toc169687085][bookmark: _Toc169942001][bookmark: _Toc169662504][bookmark: _Toc169663405][bookmark: _Toc169687087][bookmark: _Toc169942003][bookmark: _Toc169662506][bookmark: _Toc169663407][bookmark: _Toc169687089][bookmark: _Toc169942005][bookmark: _Toc169662514][bookmark: _Toc169663415][bookmark: _Toc169687097][bookmark: _Toc169942013][bookmark: _Toc169662515][bookmark: _Toc169663416][bookmark: _Toc169687098][bookmark: _Toc169942014][bookmark: _Toc169662516][bookmark: _Toc169663417][bookmark: _Toc169687099][bookmark: _Toc169942015][bookmark: _Toc169662542][bookmark: _Toc169663443][bookmark: _Toc169687125][bookmark: _Toc169942041][bookmark: _Toc169662544][bookmark: _Toc169663445][bookmark: _Toc169687127][bookmark: _Toc169942043][bookmark: _Toc169662545][bookmark: _Toc169663446][bookmark: _Toc169687128][bookmark: _Toc169942044][bookmark: _Toc169662569][bookmark: _Toc169663470][bookmark: _Toc169687152][bookmark: _Toc169942068][bookmark: _Toc169662572][bookmark: _Toc169663473][bookmark: _Toc169687155][bookmark: _Toc169942071][bookmark: _Toc169662579][bookmark: _Toc169663480][bookmark: _Toc169687162][bookmark: _Toc169942078][bookmark: _Toc169662584][bookmark: _Toc169663485][bookmark: _Toc169687167][bookmark: _Toc169942083][bookmark: _Toc169662591][bookmark: _Toc169663492][bookmark: _Toc169687174][bookmark: _Toc169942090][bookmark: _Toc169662594][bookmark: _Toc169663495][bookmark: _Toc169687177][bookmark: _Toc169942093][bookmark: _Toc169662601][bookmark: _Toc169663502][bookmark: _Toc169687184][bookmark: _Toc169942100][bookmark: _Toc169662602][bookmark: _Toc169663503][bookmark: _Toc169687185][bookmark: _Toc169942101][bookmark: _Toc169662603][bookmark: _Toc169663504][bookmark: _Toc169687186][bookmark: _Toc169942102][bookmark: _Toc169662604][bookmark: _Toc169663505][bookmark: _Toc169687187][bookmark: _Toc169942103][bookmark: _Toc169662606][bookmark: _Toc169663507][bookmark: _Toc169687189][bookmark: _Toc169942105][bookmark: _Toc169662619][bookmark: _Toc169663520][bookmark: _Toc169687202][bookmark: _Toc169942118][bookmark: _Toc169662621][bookmark: _Toc169663522][bookmark: _Toc169687204][bookmark: _Toc169942120][bookmark: _Toc169662634][bookmark: _Toc169663535][bookmark: _Toc169687217][bookmark: _Toc169942133][bookmark: _Toc169662635][bookmark: _Toc169663536][bookmark: _Toc169687218][bookmark: _Toc169942134][bookmark: _Ref170013686][bookmark: _Ref170013853][bookmark: _Ref170013921][bookmark: _Toc402358473]Appendix A:  Risk Tools

Risk Tools

Once the risks have been identified, a model can help quantify the risks.  Quantifying risk means putting a value on risk.  Sample listing of tools:

· Cost Tools
· Crystal Ball:  Performs Monte Carlo simulations of Excel spreadsheets
· FARAD:  FAA tool that distributes risk by WBS
· Cost & Schedule Tools
· @Risk; Microsoft Project or Excel spreadsheet embedded schedule risk analysis tool that runs Monte Carlo simulations around task durations
· SEER-SEM, COCOMO-II, COCOTS: Software development
· Schedule Tools
· Risk+; Microsoft Project embedded schedule risk analysis tool that runs Monte Carlo simulations around task durations
· Program Teams
· Active Risk Manager (ARM); an FAA tool used by several FAA organizations (including AJM, ANG-B, and AJM-24), ARM is a web-based database application that supports project, program, portfolio and enterprise risk management.  
· Risk Radar (FAA Tool); database software package that allows the program office to document over time how risk is changing and the steps that it has taken to reduce and manage risk

Guide to Applying RIO Assessments to the Business Case
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Finance, Investment Planning and Analysis when conducting their independent evaluation of the Investment Analysis activities and results use the following checklist.  

Risk Assessment Results

RISK ASSESSMENT – Checklist

Project Name:
IA Leads/POC:
Cost - 
Risk - 
Benefit - 
Integration - 
Schedule - 



Prior to cost, benefit, and schedule hand-off

1) Was a balanced RIO management team assembled (i.e. risk facet area experts (SMEs), those with program knowledge, stakeholder representation)?  Was there adequate representation for each of the risk facets considered?  Was team adequately prepared to conduct assessment (provided background information, distributed any recent assessments or findings, educated on our assessment process, etc.)?

	Yes/No – comments





	Date:
	Reviewed By:



2) Investment risks, associated with the program, have been thoroughly identified:

	
	Yes / No
	Comments

	Previously identified risks
	
	

	Programmatic risks:
	
	

	· Technical
	
	

	· Cost Estimate
	
	

	· Schedule Estimate
	
	

	Comments:



	Date:
	Reviewed By:



3) Was there adequate participation for each of the risk facets by relevant organizations?

	Yes/No – comments (if no, did follow coordination occur?)



	Date:
	Reviewed By:



5) Did the RIO team follow the same risk definition process for each alternative?

	Yes / No / N/A – comments (if no, did follow-up coordination occur?)




	Date:
	Reviewed By:



6) Did the RIO team gain group consensus on the finalized Risk Register? Please note any discrepancies or non-concurrence.

	Yes/No – comments




	Date:
	Reviewed By:






To be completed prior to IER (target ~ 2 weeks prior)

7) Submitted assessment and analysis results to Cost and Benefit Leads (Cost/Schedule Hand-off).

	Yes/No – comments



	Date:
	Reviewed By:



8) Analyzed and documented risk assessment results (note – may attach marked up copy).

	
	Yes / No
	Comments

	Reviewed the nature of each risk (i.e. key drivers, identify which risks are normal for the program’s stage in its lifecycle, etc.)
	
	

	Reviewed the nature of recommended mitigation measures
	
	

	Identified risks that need to be flagged to the JRC
· High and medium risks
· Those where issues remain
· Those that could influence the overall investment decision
· Those that are outside the control of the program office
	
	

	Comments:


	Date:
	Reviewed By:



9) When multiple alternatives (IID) – performed a comparative risk assessment.

	
	Yes / No / N/A 
	Comments

	Performed a comparative risk assessment 
· First considered qualitatively
· Compared risks (total high, medium and low)
· Compared consequences
· At a qualitative level – noted differences
· If insufficient to identifying a preferred alternative, considered quantitatively
	
	

	Documented logic behind preferred alternative recommendation
· Comparative assessment served as input into documentation of preferred alternative
	
	

	Comments:


	Date:
	Reviewed By:




10) Were the Risk Assessment results accurately reflected in:  (*for preferred alternative when multiple alternatives)
· Business Case 
· JRC briefing slides*

	Comments:


	Date:
	Reviewed By:



12) Were results incorporated into the Program’s Risk Management Plan (RMP)?
· To help ensure that delivered product will meet future performance goals

	Comments:


	Date:
	Reviewed By:
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